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A Introduction

A Data Link Layer Issues

A Physical Layer LTSSM issues
A Transaction layer Issues

A Compliance and how it helps
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A Little Magic...

A Card Trick Anyone?
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ey S0 what has PCI Express &
got to do with Card tricks?

A. Not a lot?

B. It is a packetized, serial protocol with a strongly
defined rule set and multiple state machines?

C. I don't know but the real time 3D effects look
great when | am playing Solitaire at work
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PCI #

seguenced

A Every transaction
follows Preset rules
I Requesti
acknowledgment

I response i
acknowledgment

A Every transaction is
sequenced to follow
the previous event

I If not acknowledged go
back and send again

PCI-SIG Developers Conference

. PCIl Express Is strongly

PCI>>

EXPRESS

E}':J C:\Program Files\CATCY...\PASSED_Link_52-12 REPLAY NUM.pex

P acket - 1 s I o AckiNal_Seq_MNum || CRC 16
1060 bl 3 OxG04E (| 162.000 ns (0002 . 006 387 304 =
P achet . a1|l TLP [ - CplD Requesterllr | Tag|| Completerll Statuz
1061 w1 3 ; 10:01010 0oc:a0:0 3 004:00:0
P acket 1 SUF AckiNal_Seq_Num (R0l
1062 1 Z Ox1A32 || 188.000 ns (0002 . 008 3853805
P achet . a1|l TLP [ - CplD Requesterllr | Tag|| Completerll Statuz
1063 w1 3 ; 10:01010 0oc:a0:0 3 004:00:0
P achet 1 U AckNak_Seq Mum |NE{EK(:
1064 w1 Z Ox1A32 || 200.000 ns 0002 005 385 4245
P achet R a1|[ TLP [ ol CplD Requesterllr | Tag|| Completerll Status
1065 1 3 ; 10:01010 0oc:a0:0 3 004:00:0
P achet 1 U AckNak_Seq Mum |NE{EK(:
108G w1 Z Ox1A32 || 2200000 ns (0002 00§ 390 402 5
P achet R a1|[ TLP [ ol CplD Requesterllr | Tag|| Completerll Status
1067 1 3 ; 10:01010 0oc:a0:0 3 004:00:0
P achet 1 AckNak_Seq Mum || CRC 16

DLLF || ACK
1068 w1 3 O:<504E 5248 p= 0002 . 0OF 391 580 =
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PCI ¢ PCI
7 \WMhere to look

A Data link layer problems
can be the most difficult
to detect in development

A Physical layer issues for
protocol are mostly
related to the LTSSM

A Transaction layer
problems mostly due to
legacy carry over (at
present)
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PCI ¢ PCI >
EXPRESS

¢ Typical Assumptions

A The Physical
connection Is the hard g
part?

I Hint: Approx 60% of the
PCI Express spec is
related to Protocol
Stack

A Once the Physical
signalling is OK it
works right?

I Most problems to
debug will be protocol
related
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PCI| >

PCI ¢
EXPRESS
T Vsie :
What to view on the bus?
PCI/PCI -X |PCI
Express
Wave shape often required
Relative Edge timing >33 signals Lane - skew
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P iper@hviCl)

800008 ns

799957934 n=

799911 ns
800091 ns
16.40 p=
2.020e+3
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P2per@lvic)

400.002 nz

3589.994035 n=

399937 ns
400.041 ns
11.41 p=
4 040e+3

F

PIper@viC3l  Pdper@hicd)

200.005 nz 99931 n=
1989.99647 n= 9993900 ns
1958.833 n= 99574 n=
2000146 nz 100122 n=
14 44 p=z 2007 p=
9.090e+3 19.190e+3

PacwicliE@lvi 1)

400,320 ns
400 29835 ns
400.196 ns
400.405 ns
1911 p=
2.020e+3

W

PEwidiE@viCE) P oweici@ivgC3)
200,509 nz 100691 n=
20054057 n= 100 66745 n=
200475 n= 100514 n=
200.599 nz 100805 n=
1633 p=z 20355 ps

4 .040e+3 10.100e+3

Pa:widi@l(C4)
20512 ns
50458502 n=
20,365 ns
S0.610ns
1992 p=
20.200e+3

200kS
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Raw Bits display for Packet # 4807

PCI=>
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| SYNC | Fid | Address | Endpoint | Ct
|D|D|D|D|D|D|D|1|1|D|D|D|D|1|1|1||:||1|D|D|D|D|D|1|D|D|D|1|1|
| =]

The Segmented Data Displa?m
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PCi ¢

¢ A Tabular Data Solution

View Fields for packet #1572 , TLP Configuration Read Type O

Hexadecimal l Binary ]

PCI-SIG Developers Conference

A Frmnt Type TC
0 Ox0 (04 0
Requesterl
Buzs Murmber Dew Mum
(420 00

Byte 0> |R E“‘t Type
Byte 4 =

Byte 8 =

o] TdEp Aftr R Length
0 00 Ox0 Ox0 007
Tag Last BE Firzt BE
Q00 00 0«3
Frn# 3] Reg Mumber
OO0 w0 000

+0 +1 +3
?E|5 d|3|E|'1 :TEE-43|2|1|EI ?|E|5|d|3|2|1 0

7|5
TC |oo. T E| attr Length
Rlg o o|Reserved |15 570 000D D000 1

Requester ID Tag IljdstDD'ng BE 15’& E'.".'

]

@ Device Register
Bus Mumilssr A R

Number Reservad

Ohd137ES

Figure 2-16: Request Header Format for Configuration Transactions
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PCI ¢ PCI >
EXPRESS

The Formatted Data Solution

races\PETraces\Demost_Server8xStartup. pex

Facket TLF Requesteril» [Tag Crewvicel|Dr Register (| 1st BE LERC
312420 1 00:00100 ooo:00:0 u] 009:00:0 Q000 1111 Ox<CATFFBRC22

Fadket - TLF ||* - CplD Requesterllr [Tag|| Completarll Status BCH | Byte Cnt| Lwor Addr | EEEUEER TERRYEN T LT R LERC
312421 ] ul : 10:01010 ooo:00:0 u] 00q:00:0 sC u] 4 Q=00 0:00FA | Qe10DE 0xQ023F
Fadket - 1 SR e AckMalk_Seq_MNum || CRC 16

312422 1 01279 2000 ns |0004 . 398 065 592 =

Fadket BLLE BEe AckMalk_Seq_MNum || CRC 16

312423 u] O=B362 40.000 ns | 0004 . 392 065 600 =
P acet - . e e G e 2N | CRC A6
312424 ] . = 0x3AEA Q2,000 ns (0004 . 292 065 640 = j

B b (7 L & | & =d | ox ox° 10b RD Tewt
| |

Tirne Packet # Upstreamn | Downstream
04393 065 328 2420 [Downstre o o
04,333 055 332 CA e
04.333 0E5 336 7F EC 22 FO_ |
04,398 065 508 112427 [Upstrea o o &, 0a g 1y 1
04.333 0B 512 0g 0d 04 0a 0a 0g 0g
04.333 0BG 516 30 23 FY 32 FD
04393 0RE RS2 2422 (Upshrea 0o 0o 0o m 12 79 FO_|
04.333 OB5 596
04,398 065 600 2423 [Downstre B o 0o 0o oo E3 E2 FD
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PCI >
EXPRESS

The Decoded Data Solution

G1 ReguesterlDr | CompleterlD [Tag DevicelD Register Status Device IO vendor 1D
1 Qo:oo100 ooo:oo:0 ooo:oo:0 1] 1] ] 032:00:0 =000 S 7S 0xB8086
&1 FequesterlD | CompleterlD | Tag CievicelD Fegister Status Device IO Yendor 1D
1 Qo:oo100 ooo:oo:0 ooo:oo:0 1 1] ] 03z:00:0 =000 S IFS 0xB8086
G1 Cfghird ReguesterlDr | CompleterlD [Tag DevicelD Fegizter Status Status  Caommand
1 10:00100 ooo:oo:0 032:00:0 1] 1] ] 032:00:0 =004 S 0 0x0000
&1 Crohrd FequesterlD | CompleterlD | Tag CievicelD Register Status Cfg Space Header
1 10:00100 ooo:oo:0 03z:00:0 1 1] ] 03z:00:0 0x018 S 00000000
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PCI ¢
*

™ The Decoded Data Solution

PCI =

EXPRESS

ReguesterlD | CompleterlD |Tag DevicelD Register Status Device IO Yendor D
Qo:oo100 Qoo:oo:0 Qoo:oo:0 1] 1] 1] 03z:00:0 0x000 S5C 0 Ox8086
TLP ReguesterlDl | Tag DievicelD Fegister || 15t BE
1 Qo:oo100 Qoo:oo:0 1] 03z:00:0 0x000 o011 ]
TLF ([ ol CplD ReguesterlD [Tag || CompleterlD Status BChM | Byte Cnt | Lvwer Addr
n b 10:01010 Qoo:oo:0 1] ooo:oo:0 5C n 4 0x00
Feguesterlll | CompleterlD [Tan DevicelD Rengister Status
Qo:oo100 Qoo:oo:0 Qoo:oo:0 1 1] 1] 03z:00:0 0x000 SC
TLP ReguesterlD [Tag DevicelD Renister||1st BE
Qo:oo100 Qoo:oo:0 1 03z:00:0 x000 o011 ]
CplD Reguesterllr | Tag || CompleterlD Status BC | Byte Cht | L Addr
10:01010 Qoo:oo:0 1 ooo:oo:0 5C n 4 0x00
ReguesterlD | CompleterlD |Tag DevicelD Register Status Status Command
Qoo:oo:0 n3z:00:0 1] 1] 1] 03z:00:0 0x004 S5C IFS x0000
Crord Feguesterlll | CompleterlD [Tan DevicelD Register Status Cfg Space Header
10:00100 Qoo:oo:0 03z:00:0 1 1] 1] 03z:00:0 0x018 SC Ox00000000
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PCI ¢ PCI >
e EXPRESS
- [he D ded D Soluti
51 Feguesterllr | CompleterlD | Tag DievicelD Fegister Status Device IO Yendor D
#1 Qo:oo1on ooo:o0:0 ooo:o0:0 ] ] ] 03z:00:0 =000 SC P %8086
* LinkTra R =1 TLP FeguesterlDr |Tag DevicelD Register || 15t BE Explicit ACEK
1 1 1 Qo:oo1oo ooo:oo:0 ] 03z:00:0 0x000 o011 1] Packet#14a73 2
Packet A 51 TLFP FeguesterlDl | Tag DievicelD Fegister || 15t BE LCRC
1672 N 1 1 Qo:00100 Qoo:o0:0 1] 03z:00:0 =000 o011 Ox905AC2FF 428.000 ns
Packet 51 AckMak_Seq_Mum || CRC 16
1473 R %1 DLLP ALK 1 0x12749 B72.000ns (0025 . 258 548 248 5
51 TLP |t col CplD FeguesterlD (Tag || CaompleterlD Status BCH | Byte St | Lwer Addr | EeEERH =N =Ti ]
1 ] H 10:01010 ooo:o0:0 ] ooo:oo:0 SC ] 4 0x00 0 %804
Packet R 51 TLF ([ ol CplD ReguesterlD | Tag || CompleterlD Status BCM [ Byte Cht | Lvwr Addr
1874 %1 n b 10:01010 Qoo:oo:0 1] ooo:oo:0 SC n 4 0x00 I}
Packet | G AckMak_Seq_Mum || CRC 16
1676 #1 DLLP ALK ] 0xB 362 46 496 ps |0025 . 258549516 5
51 Feguesterll | CompleterlD | Tag DevicelD Fegister Status
%1 Qo:oo1oo ooo:oo:0 ooo:oo:0 1 ] ] 03z:00:0 x000 SC
T Link Tra TLP Feguesterllr |Tag DevicelD Register | [1st BE
3 2 Qo:oo1on ooo:o0:0 1 03z:00:0 0000 o011 1]
TLF [ ol CplD FeguesterlD [Tad || CompleterlD Status BCH | Byte Cht | Lwr Addr
1 & 10:01010 ooo:oo:0 1 ooo:oo:0 SC ] 4 0x00
51 Crohrd Feguesterllr | CompleterlD | Tag DievicelD Register Status Status  Command
#1 10:00100 ooo:o0:0 032:00:0 ] ] ] 03z:00:0 0x004 SC P 0x0000
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eef__ Correct Tools to support &&=
PCle development

A PCI A PCI Express
V Scope V Scope
V Logic Analyser Vtogie-Analyser—
V Protocol Analyser V Protocol Analyser

V PeRT3

PCIl Express Test Tools

=
=
=
=
-
‘ o
{ o
| °
i
B
¥
]
>
“~
a0 2B
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http://www.lecroy.com/Oscilloscope/OscilloscopeSeries.aspx?mseries=45&capid=102&mid=1017

% common Protocol Pitfalls

A Data link layer problems
can be the most difficult
to detect in development

A Physical layer issues for
protocol are mostly
related to the LTSSM

A Transaction layer
problems mostly due to
legacy carry over (at
present)

PCI-SIG Developers Conference Copyright © 2010, PCI-SIG, All Rights Reserved

PCI >
EXPRESS
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PCI ¢ PCI >

=“ Data Link Layer Issues

A Most problems are related to flow control
mechanisms

A Most DLL FC problems will not be discovered by
the current compliance tests

A Many DLL FC problems are not discovered until
after a product is released

PCI-SIG Developers Conference Copyright © 2010, PCI-SIG, All Rights Reserved 19
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Facket
1404 1

Packet
1405 %1

Packet A
1406 " H

Packet
1407

Report Search |View Tools Window Help

LM T @ Toolbars

Analyzer Network Chat Bar
[ifi=e| v Status Bar

B4 Realtime Statistics

=6 ‘& Zoom In

&, Zoom Qut

"M FC Credits
FC Credits Setup...

ﬂ Compact View

1 Pkt packet Level
4=
Link | ink Transaction Level

it Transaction Level

UpdateFC-HP

poateFC-Cal

JpdateFc-P

JpdateFc-P

IpdateFC-MP

IpdateFC-MP

UpdateFC-P

PCI >

i i EXPRESS
Detecting Credit errors
DxAZED || 0.000ns  [0025.257 597 748 5
D:ADES || 40.000 ns
0x31 54 ns |0025. 257
0xD3FA IR | ggfoons [0025. 25,
0x1FD2 0 [Infinite | Infinite || 204.000 ns |0025 . 25
DxEDAF 0 2 16 27.668 ps | 0025 . 247 ¢
0x31 54 0 96.0N) ns  [0025. 257 |
DxD3FA Tw 9edfi0 ns {0025 . 25;
0x1FD2 0 [infir” dite || 1.964 ps [0025. 25
08890 }7 00 ns |0026 . 25;
HdrFC LOOK -
DxEDAF 0 A00ps |0025 . 257 |
HERE!
Copyright © 2010, PCI-SIG, All Rights Reserved 20
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= Calculation of credits 2=
from replay

A Typical Scenario:

A Root port has 6 credits for the channel so it sends 6
packets to an endpoint.

A The Endpoint acknowledges the first 3 but indicates the
fourth has failed (NAK).

V How many credits have been used?
- 3?7 Because 3 packets were good?
| 67 Because 6 packets were sent?
- 47? 3 good + 1 bad but everything after the bad one is ignored?

' 0? Because is was NAKOd and all
4 al
® s M == An Incorrect answer
O — could lead to eventual
Packet 3
Y L] creditlock or buffer
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