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iS]G' EXPRESS
General

= Deadlock issues unavoidable for bus architectures

= Occur when multiple agents mutually depend on
response from each other or common resource

v Access to a resource cannot complete until other agent has
completed its access to the same resource

= Conventional PCI back-off schemes
v' Disconnect
v Retry

= PCI Express replaces retry and disconnect termination
schemes with split transaction protocols.

v Less immune to deadlock situations due to their complexity.
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ISIG .
Deadlock scenarios

= 4 types of deadlock scenarios

— characterized by where they can occur in the PCI Express
fabric

v Within an endpoint
v Associated with a particular PCI Express link

v Associated with a resource common to a number of
PCI express devices or within a PCI express switch

v" At the Root Complex level, within the chipset or at the
system level
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Deadlocks and avoidance

= PCle protocols affected
v" ASPM L1 entry and exit protocols
v PME fence mechanism
v Error reporting schemes

= Deadlock avoidance schemes

v" At the device level

v"Root Complex level

v System level

v Possible specification enhancements
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v Example: ASPM L1 re-entry delay
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eaf__ Deadlock example at o2
common resource level

Fadceet [ m | TLFE  |[* CpIC || Reguesteri | Tag|| competenD || Status || BCcmM|Byte ont| Lwr acor | [Ea il me e
140713 1135 =F | 10:01010 [ 000:00:0 | 1 1] 004:00:0 Il =T | I 4 | o0x00 |[Ox10110042
Packst Bz 5] [ackHak Seq Mum|[ CRC 16 |l

OLLF || AT |

140714 =1 | 1135 | 0x1aAD ||S26.000 ns

4”;1:12; Fh—l%” DLLP | UpdateFC-hP VC”:"E 16-hit CRC %-

e I [ R = o

e I [ R = o

Feost r S]] orie || pracive_stte_reques o [FEEE IS

Eeoet r 25| oere || pracive_stte_reques o [[EEEIEIE T

Faxet r 25| oere || pracive_stte_reques o [[EEEIE I

4“1?:"4 Fh—l%” OLLF || PM_Active_State_Request LA ||—|§E§ELEE E%

4“1::"5 Fh—l%” DLLFP || PM_Active_State_Request_ L1 ||—|'§f§a1:.§ E%

4“1::; Ft*—l%” DLLFE || PM_Actiive_State_Request L1 ”—|‘:.::|;_:ELE

Faet [z s|[ TLFE | [ | Requesterin |'rag|| LCRC | Tme Cela
140737 *1 || 1191 | 01:104100 | Local 000:00:0 |[PME_Active State Nak|| oxoBs70BOC || £.000 ns
%'Fh—l%” DLLF || PM_Active State Request_L1 ”%E%

%'Fh—l%” DLLF || PM_Active State Request_L1 ”%E%

%'m-l%“ DLLF || PM_Active State Request_L1 ”%E%

%'m-l%“ DLLF || PM_Active State Request_L1 ”%E%
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Si€ ASPM L1 re-entry delay deadlock

_—l_ITDE;:é th%” DLLF || PM_Active_State_Request_LA ”—|:|KEEI';E m
Facket [M=S]|[ TLF || | | ReguesteriD |TE|-|_:||
140737 =1 | 1191 | | D1:10100 | Local 000000 |[EME_Actve =tate  Mak
%lm—l%“ oLLP || PR_Acthve Stats Request LA ”%%
ezt e E5| e || eviscive_stsie_meques i | S
Eez=t m Pl oie || prscne_sime_reques o |EEEE{E—
%lm—l%“ oLLP || PR_Acthve Stats Request LA ”%ﬁ
===t e E5|[ e || eviscive_stsie_meques 1 |FEEE S
f:f‘ﬂ";ﬂ IF: I;::-‘IEI DLLF || PM_Active_State_Request_L1 ”%ﬁ
%lm—l%“ oLLP || PR _Acthve Stats Request LA ”%E%
=zet e EE| e || eviscive_stsie_meques 1 [ S
%lﬁa—l%“ oLLP || PRA_Acthve State Regquest LA ”%ﬁ
e R e
===t e E5 e || eviscive_staie_meques 1 |FEEE S ]
e | Rl VP9 e it BN | ey
e L o | e e e e e
o " e | Urotero e T
s | o | i o e et
e e o |l e e e R e e
1?1:-::; IF: Ii‘fl DLLF || PM_Active_State_Request_L1 ”%E%
%lm—l%“ oLLP || PR _Acthve Stats Request LA ”%E%
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L1 Re-entry delay deadlock

= ASPM L1 enabled at endpoint, disabled at root port

= Traffic recess — EP requests L1, Root port NAKs

= EP Acks PM_Active State Ack

= EP required ASPM L1 re-entry delay> 10 usec

= |f re-entry is too early — RC interprets as old request

= RC resources congestion blocks other traffic

= Deadlock situation arises.

= Deadlock can also happen with 10 usec delay met

= RC should flash L1 requests not to consume resources

PCI-SIG Developers Conference Copyright © 2008, PCI-SIG, All Rights Reserved 13
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= Deadlock at RC/chipset level
v Example: PME fence mechanism hang-up
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eaf__ Deadlock example at POl
RC/Chipset level

= Correct D3 cold transition protocol
v’ System software puts device to D3
v Endpoint initiates L1 transition

Packet [ ZS| TLP DevicelD  |Register|[ 15t B2
—
1454067 xi || 2814 D0Z000 | Cdad || 0014
Packet |, [25]] TP hE‘.pI Cpl RequesterlD |Tag|| CompleterD || Status  |[Syte Cnt [Lwr Adar
—
1454069 || 808 00:01010 00000 |0 | oozooo a0 4 0400
Facket fa- =21 pue PM_Enter L1 CRCTE
1484071 X - - (XBSAD
PaCket 78 CRC 18
R DLLP PM_Enter_L1
1484072 Xi = - (X5EAD
Facket fa- =21 pue PM_Enter L1 CRCTE
1484073 X - - (XBSAD
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e Correct D3 cold transition =&
rotocol

(oo M| Time Delta
CLLP Pl_ReguestAck
Err - — OocoE0C 16, 00 nE
FPacket number (Fost-Trigger) P
T T oo Fid_Enter L1
1454020 | EX || || - - Ono5SA.DH 000 nE
Packet 1o, 25| owe P _Enter_L1 SRC 18
14EA0D1 1 - - OooEEAD 0,000 s
Facket N EE | . cat Erter Lt ookl Time Deita
1454002 L - - OooE5AD 16000 e
Packet .5 [erek: 0| Time Delts
R CiLLP PM_Reguest Ack
1ABADDE ®1 - — [ 16 0 nE
Facket X | . mat Erter Lt ookl Time Deita
1454004 ES - - OooESAD 16000 e
Packet = E | . can . [erek: 0| Time Delts
1ABADDE ®1 = - [ 16 0 nE
Facket 1o, |25 pue M _Enter L1 =RE 18
1454005 ES - - OooESAD 32 00 N
Packst N EE S COM EIOS Symibols Time Deta
1ABADDT ®1 KIZE. S | K25 3 K28 .3 K28 3 16 D e
Facket z.5 CRC 16
e R DLLe Pl Regusst_Ack
1454005 w1 - - OocQ30C 0000 ns
Packst =~ EX| . can . CRC 16
1ABADDD x = - [ 32O NS
Fackst z.5 CRC 16
R CiLLP Pi_Request_Ack
1454100 1 OocoE0C 0,000 ns
Packst =~ EX| . can . CRC 16
1454101 x1 =" - [ GAE OO s
COM EI0S Symibals Time Delta
KIE.S | K252 K2E.2 K283 1.320 p=
Cata Rate ¥ TS1 Symbols
1454109 . 0000 ns
Packet = . Data Rate * TS1 Symbols
1454110 . ] ] . .2 ... 0,000 ns
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el Correct D3 cold transition ER&

protocol

= D3 cold transition protocol - continued
v' L1 exit, Link transitions back to LO
v’ System software/RC initiate PME fence mechanism
v Endpoint Acks PME Shutdown message
v’ Transition L2/L3 ready

PCI-SIG Developers Conference Copyright © 2008, PCI-SIG, All Rights Reserved 17
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0 O "E .t .

L1 exit, Link
1454551 x1 K255 o | =24 0000 2.5 GT/5 DOS.2 ... 0.000 ns baCk to I O
Facket
1484952 80,000 N
Packet 25| TP ReguesternD |Tag|| DewcelD | |Register|[1st BE LCRC
1454553 x1 || 2815 0000100 000:00:0 1 00000 ox04d || 0011 OXB1E4SBTD || 252.000 ns
Packet [_ [25][ Tr |F - cpiD ReguesterlD |Tag|| compietenn Status  ||BCM |Byte Gnt | Lwr Addr LCRC
1454955 w1 || 108 001010 000:00:0 1 00000 sC 0 4 W00 || 000000003 XI4TETAAS
Facket 2= |[ TLR Register |15t BE LCRC
1454957 x1 || 2518 ox004 || 001 541 B3AGD 324.000 nes
Packet B 2.5 TLE | cpl CplC RequesteriD |Tag || CompleteriD Status

==
1454550 x1 || 1807 ' o 0 OO 0000 =C
Packet 25| TP DewicelD | |Register|[12t BE LCRC
1484961 x1 || 2817 00000 ox004 || 0011 |[ox 00100 OXESEEEE5A 34.4.000 n&
Packet | [zs|[ T |F cpl ReguesteriD |Tag|| compistenn Status  ||BCM |Byte Cnt |Lwr Addr LCRC
1454963 x1|| 1808 P 00:01010 00 000K 1 002:00:0 sC 0 4 500D Ox400CFE44 5,350 £2C
Facket 25| TP LCRC
1454355 x| 2818 01:100 Brosdcast OXDF 204355 245000 ns | [l P I\/I E Fe n Ce
Packet [ [25][ TiP LCRC
1454967 x1 || 1802 01:1010 Gathersd Q0000 0 || PME_TC_Ack || 0xC14D2DSF 0.000 ns i
Packet [ [25][ TLF RequesteriD | Tag il LCRC llle‘ :I lan|SIII
1454956 x1 || 1810 01:1010 Gathered 00Z:00:0 0 ||FME_To Ack || oussiesToc 455,000 1E
_Packet 1o 1251 pue PM_Enter L23 ERE 18
1454570 1 - - 01055 0.000 N 2/ 3 t -t-
T P X o et 1on CRC 16 L L ready ranSI |On

1484971 X1 - - 1055 0.000 NG
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ey

Going to D3 cold

= |23 entry message ack’ed

= Link goes to electrical

idle

Packet B 2.5 CLLE S1 Enter CRC 16
1484285 X1 - - e 10ES
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
1454285 X1 - - Ooco Do
Pachket 2.5 CRC 16

R+ CiLLP FM_Enter LZ3
1484 28T X1 - - e 10ES 3.0 e
Packet = 2.5 clos COM EICE Symibols Time Celta

+—

1454055 X1 KZB.5 | K25.3 KIX8.3 K28.3 0.0 s
Packet 2.5 CRC 16

R— CLLF FM_Reguest Ack
14584080 X1 - - Ooco Do 0. 0 e
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
1484591 i = = Ieca 30 e i
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
14584002 X1 - - Ooco Do 0. 0 e
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
1484003 X1 - - Ooco Do E16.000 ne
Packet R 2.5 El0s COM EICE Symibols
1484005 X1 KZB.5 | K25.3 KIX8.3 K28.3
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T sie exPress
Power sequencing deadlock
= Power on

= Wait for the BIOS to kick In
= Toggle main supply/RESET
= \Windows starts

= Disable the device in device manager, or go to
Hibernate

= Machine hangs

PCI-SIG Developers Conference Copyright © 2008, PCI-SIG, All Rights Reserved 20
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T
ISIG
P | | k
Padet - 2.5 TR — Cigwrd ReguesterlDl | Tag DevicelD Register | | 1st BE | Q= [ g ik v
4320 x1 || 2773 9 10:00100 000:00:0 003:00:0 0x044 || 1111 || 0xD0D0ODS002
Fadet - 25 oe || ack AdkNak_Seq_Mum || CRC 18
4321 %1 e 2773 0x3F3T 50.000 ns
FPadet - 2.5 TP - Cpl Requesterllt | Tag || CompleterlD Status BCM | Byte Cnt | La
4322 x1 || 3107 P 00:01010 000:00:0 003:00:0 SC 0 4 '
Fadet = 25 oiir || ack AdkNak_Seq_Mum || CRC 18
4323 x1 e 32107 0x8519 || 2168.000 ns
Fadet - 25 e St Enter L33 CRC 18
4324 %1 —=MEL Ox105E 0.000 ns
Fadet - 25 LLe S Emter L33 CRC 18
4325 x1 —=ne Ox1055 0.000 ns
Packet - 25 LLe St Emter L33 CRC 18
4326 x1 —=ne 0x1055 0.000 ns
Padiet - 2E LLE = Enier L33 CRC 18
4327 x1 —=nie_ 0x1055 0.000 ns
Fadet - 25 oLLE S Enter L23 CRC 18
4328 %1 —=MEL Ox105E 5.000 ns
Fadet = 25 oLLE - A CRC 18
4329 x1 —Request_ 0x930C || 24.000 ns

PCI-SIG Developers Conference
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guencing hang-up

Fadoet o 2.5 o= - = 2o CRC 18 Time Delta

43328 =1 —=ne_ 0x1055 £.000 ns

Faduet - 2.5 = —- I CRC 18 Time Delta

4339 »x1 - i — Dxx230C 24000 ns

FPadket 2.5 = - = =z CRC 18 Time Delta

4240 1 —=nher_ Ox1055 5.000 ns

FPadket 2.5 = —- I CRC 18

4341 1 - - — Oxx230C 0.000 ns

Fadket 2.5 - = - I CRC 18 Time Delta

43437 1 — w — D230 24000 ns

Fadket — 2.5 Lo T | ElCES Symbols Time Delta

4343 »x1 K28 .5 | K28 .3 K28 3 K28 32 5000 ns

Faduet 2.5 o= - o CRC 18 Time Delta

43484 =1 — wu — D230 C 24000 ns
" Padet | _ [2.5] et [ [25 [Link Event | PRE e

4345 =1 Link Down 2.000 ns

FPadket - 2.5 = —- I CRC 18

4345 1 - i — D230 0.000 ns

Fadket - 2.5 - = - o CRC 18

4347 1 - - — Oxx230C 18,000 ns

Fadket - 2.5 Lo T | ElES Symbols Time Delta

43248 1 K285 | K28 .3 K28 .3 K28 .2 224000 ns

PCI-SIG Developers Conference Copyright © 2008, PCI-SIG, All Rights Reserved 22



el PME Fence mechanism &
deadlock summary

= Device transitions to L23 ready instead of L1

FPadet - 2.5 TLF |l = CighivinD Requesterll | Tag DevicelD Register || 1st BE | fiSs 0= gRrzhicl

4320 x || 2772 9 10:00100 000:00:0 1 003:00:0 0200 44 1111 || 0x0D0002002

Padet - 25 LLE - AdkNak_Seq_MNum || CRC 18

43231 x1 o 2773 Dx3F2T £0.000 ns

FPadet = 2.5 TLR [ - Cpl Reguesterlll | Tag CompleterID Status BCM | Byte Cnt | Lwa
4322 x || 2107 a 00:01010 000:00:0 1 003:00:0 SC 0 4 o
Padet - 25 LR - Adkiak Seq MNum || CRC 18

4373 x1 = 107 DxEE19 || 218.000 ns

FPadiet = 25 SLLE il Enter L33 CRC 168

4324 x1 —=nhel_ 01055 0.000 ns

Facket R =3 OLLP PM_Enter 123 CRC T8

4325 x1 —=nher_ 01055 0.000 ns

FPadiet = 25 SLLE il Enter L33 CRC 168

43,26 x1 —=nhel_ 01055 0.000 ns

Padket - 25 SLLE il Enter L33 CRC 18

4327 x1 —=nher_ 01055 0.000 ns

FPadiet = 25 SLLE il Enter L33 CRC 168

4228 x1 —=nhel_ 01055 £.000 ns

Padket - 25 SLLE 1 s CRC 18

4329 x1 —Request_ 0x930C || 24.000 ns
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PME Fence mechanism

* EXPRESS
n L}
= |nitial boot-power—seq uence leaves
-
device at D3-cold ready state
HFadcet =0 DLLE Pl Enter L3 L L iy BI= =
T = =1 — e Ox1055 £.000 ns
Pad=t - 2.5 e iy s CRC 18 Time Delta
T =1 —Pequest_ OxcB200 24000 ns
Pad=t 2.5 e Eil Entes Loa CRC 18 Time Delta
4340 = =1 — e Ox1055 £.000 ns
Pad=t - 2.5 e iy s CRC 18
4044 =1 —Pequest_ OxcB200 0.000 ns
Pad=t - 2.5 e iy s CRC 18 Time Delta
FErT) =1 —Pequest_ OxcB200 24000 ns
Pad=t 2.5 SO EICS Symbols Time Delta
FErE) = =1 HzZe 5 | K2 2 K282 K28 2 &.000 ns
Pad=t 2.5 e iy s CRC 18 Time Delta
1 —Pequest_ Dxx520C 24 000 ns
Fack=t Z2.58 Link Event Time Celta
4345 x1 Link Dowwn &8.000 ns
Pad=t - 2.5 e iy s CRC 18
T =1 —Pequest_ OxcB200 0.000 ns
Pad=t - 2.5 e iy s CRC 18
ATaT =1 —Pequest_ OxcB200 18.000 ns
Pad=t - 25 SO EICS Symbols Time Delta
Aoan =1 HzZe 5 | K2 2 K282 K28 2 224 000 ns
PCI-SIG Developers Conference Copyright © 2008, PCI-SIG, All Rights Reserved 24
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PME fence hangup analysis

= Host tries to communicate while device in D3
cold

= RC blocks transactions since it has transitioned
the link to L23

= Machine hangs on no completions coming back
from the device

= Power down state machine should not transition
to L23 before receiving PME_Turn_Off message
and fully executing the PME fence mechanism

PCI-SIG Developers Conference Copyright © 2008, PCI-SIG, All Rights Reserved 25
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= Deadlock at device level — EP or RC

v Example 1: Incompliant NAK
v

v
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= Com

~= Deadlock at the device level:

Handlin

plia

g of illegitimate NAK

nt NAK
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EXPRESS

T | IR T ) | ReovestenD Tag| Adaress | vstBe [Lsctee |  LCRC Time Delta
J835 080 D000 glo|o 01 i R0 00D i FEAFF180 1111 | 000D BO3R2CCA || 272.000 ns
o || gy [ACKNEK_Se Num || CRC 16
3835 xiide 56,000 ns
TP | . cpp  [TC|TD|EP|Atibutes [Length || RequesteniD [Tag|| CompeterD || Ststus |[BCM (Byte Cnt|Lwr Adar
510 10:01010 glo|o 01 i R0 00D i 002:00:0 50 ] 4 o0 (|11040000
e it cpp  |tc|TD|EP|Attributes |Length|| RequesteniD |Tag|| CompeteriD || Status ||BCM |Byte Cnt|Lwr Addr
510 P 10019010 0|00 01 i 0080000 i 002:00:0 2C 0 4 00D (111040000
TP | . cpp  [7C|TD|EP|Atbutes [Length || RequesteniD [Tag|| CompeterD || Ststus |[BCM (Byte Cnt|Lwr Adar
510 10:01010 glo|o 01 i R0 00D i 002:00:0 50 ] 4 o0 (|11040000
CRC 16 |mylicRE= y
oLF —r—— Vv TLP # 510 Nak'd by NAK 509
Bl OxCACH (| 280.000 ns
TP | . cpp  [TC|TD|EP|Atibutes [Length || RequesteniD [Tag|| CompeterD || Ststus |[BCM (Byte Cnt|Lwr Adar
510 1001010 glo|0 0 i 060000 i 002:00:0 52 0 4 DD (111040000
ACkNak_Seq Wum || CRC 16 .
CLLP || ACK =
510 v | s | V. TLP #510 Is replayed
ACKNaK Mum || CRC 16
CLLR || ACK L
510 IxC28F 132

27
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T Seie _
Compliant NAK

MR

Seq # 3835

L]
' ...l. Completion, Seq # 510
Wy P ’

by
i....
e Q9
Ty
by
l...
NAK seq # 509

Replay Cpl L TS
#510 "'""
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EXPRESS
C I NAK
Paciel  [EL ReqesienD | Tag||  Address || 1st BE | Last BE | T LCRC
2213 o || see 10:00000 002000 | 0 || oeoazaso |[ 1111 1111 |[32 dwords|| 0xCe72881E || 952.000 ns
7
Padket 28] o || s [Acihet Sen tum][GRC 18 vV TLP # 867, 868 Nak'd
3214 x1 i 866 0x38A3 || 376.000 ns by NAK 866
Pade! 25| TP RequesterlD |Tag|[ Address  |[1:tBE[LestBE LCRC
3215 < || 867 10:00000 002000 | 0 || oeozrsoo [ 1111 1111 |[32 dwords|| 0xSSES112C || 720.000 ns
Page! 25 TP RequesterlD |Tag|[ Addres  |[1stBE[LastBE LCRC
1218 o || 88 10:00000 002000 | 0 || oeoazsso [ 1111 ] 1111 |[32 dwords|| OxfFssES4s || 1128 s
Padet o IRy At S tum JERD v TLP #859, 868 are replayed
3217 1 T 0xDDCE || 182,000 ns
Page! 25| TLP RequesterlD |Tag|[ Addres  |[1stBE[LastBE LCRC
9218 o || 88 10:00000 002000 | 0 || oeoazaoo |[ 1111 1111 |[32 dwords|| Ox48BE0908 || 0.000 ns
Page! 25| TLP ReguesterlD |Tag|[ Addres  |[1stBE[LestBE LCRC
3219 < || 867 10:00000 002000 | 0 || oeoazsoo |[ 1111 | 1111 |[32 dwords|| oxssESt1ZC || 0.000 ns
Pade! 25| TP RequesterlD |Tag|[ Address  |[1stBE[LsstBE LCRC
3220 < || 868 10:00000 002000 | 0 || oeoazsso |[ 1111 1111 |[32 dwords|| 0xgFesEs4s || 24.000ms
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PCI=>

Pacet | P IRG T [ RequesterlD [Tag|[ Addies  |[1stBE[LestBE|[  LCRC
75124 || 578 00:00000 000:000 | 1 || FEAFF120 || 1111 ] 0000 || 0x0BDS02A0 || 272.000 ns
Padket 25  [AdMak_Seq_Num][cRC 16 I -I-LP # 3853
EPTR [ || DT || ACK F7E 0xCEEE || FE.000 ns - UnC e IVGI'eC
el 25| e }r:| CplD RequesterlD | Tag|[ CompleterlD || Status |[BCM[Byte Crt| Lur Addr | R LCRC
75126 o ([ 3852 || [ 1001010 000000 | 1 || 002000 5C 0| ¢ | 0x00 |[1 dword|[ oxesassans || 472000 ns
Padiet 25 AdiNak_Seq_Num|| CRC 18 m N . by NAK 3852
R DLLP || AcK ==
75127 x1 2862 0xC912 || 224.000 ns a( O
Packet 25| TLP RequesterlD |Tag|[ Addiess || 15t BE[Last BE |V LCRC
75128 xt || 577 10:00000 000:000 | 0 || FeaFFizo || 1111 ] 0000 |1 dword|| 0xtasacoDa || 282.000ms
=l e el 0 Endpoint concludes that NAK for
75129 x1 577 WETEE || 2237 ms I ) ) f TLP )
Padket 15 AdNsk_Seq_Num |[FERRE p
R DLLP | - — - y
75130 % 3852 02275 || 2784 ms Sent an S t at
Padket 15 AdNsk_Seq_Num |[FERRE
== e | T = ?C f 345 m
7131 1 577 0xBC29 || 245.802 ms ’langS OI’ SEC
Padket 258|[ TLP *M TWE N [ RequesterlD [Tag|[ Addres  |[1:tBE[LastBE|[  LCRC
75122 w || 572 | Wl 0000000 000:000 | 0 || FEAFF120 || 1111 ] 0000 || 0xE5B20208 || 256.000 s

PCI-SIG Developers Conference
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PCIi ¢

T

Incompliant NAK deadlock

PCI=>

S
Yuy, MR Seq #576

by

...

CK Seq #576" Ty,

....

....
"y .l..%)mpletion, Seq|# 3852
Ack, Seqi# 3852 YWy,

k, Seq# 3852

PCI-SIG Developers Conference
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PCi ¢
sic
Agenda
v
v
v
v Example 2: CLKREQ# readiness

v
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et ASPM L1 and Clock power =&
management

= L1 exit latency does not account for CLKREQ
enabled

= PLL shuts down In preparation for loss of
REFCLK#

= System timeout due to long L1 recovery

= Use backup slow clock to replace bit clock when
CLKREQ# de-asserted
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eel__ ASPM L1 and Clock power £&&&

management

H%m COM  Link Lane Training Control Data Rate ; Time Delta
Lo =] o a 11 000D 2.5 GT/s D05.2 ... 32.000 ns

| |
Facket number (Post-Trigger)
AIME L R, Training Contrel Data Rate 2 Time Delta
B ] 2 32000 ns
Training Control Data Rate E:
= 0.000 ns

Training Contrel Data Rate k
2. 0.000 ns

Training Contrel Data Rate 2 Time Delta
378000 ns

2.5 TLF B P CplDx Reguester|D Tag CompleteriD Status BT | Byte Tnt | Lwr Addr | REt=reTE = g wi=h f=t
x1 3208 = 10:01010 000:00:0 14 001:00:0 SC il 4 D200 O a0
2.5 TLLE T AdckMHak  Seq_ MHom CRC 18 Time Delta

x1 2208 OxB840C 28858 ps

R == DLLF Ph_Enter_L1 oRe 18

=1 =="TE= DxSEAD 0.000 ns
R == DLLF Fi_Enter L1 CRE T8

x —=nter_ DxE5AD D.000 ns
r— =21 pLLR FM_Entsr L1 CREE

1 —=TEs DweEAD D.000 ns
R == DLLF Ph_Enter_L1 oRe 18

1 =="TE= DEEAD 0.000 ns

25| - oot Erier L e=tsk il Time Delta
= —=nter_ DxE5AD 24.000 ns

=] | .y o ek Bl Time Delta
1 —Request_ Dx220C 5.000 ns
z5

R
x1

CRC 16 Time Delta
Dxx85AD 24000 ns

DLLF PM_Enter_L1

25 | CLLE || -y o A | CRC 18 Ti Delta
=1 —Requast_ DxDE0C | 5.000 ns
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eel__ ASPM L1 and Clock power &

management

| OLLF ||

x1

Fh_Feqguest_ Audk

CRC 168
02230

| 0.000 ns |

This packet was sent in the downstream direction of the PCI Express link
{away from root complex)

2.5

| Link Ewvent

Shkew

o

Orderad Set Emor == ElCS Symbols
SetFomnmatEmr .

| =5 000 n=s |

TS51

COM Link Lans Training Condrod

25| = .y -eR:HBl Time Delta
1 —Request_Adk D:x830C 5 000 ns
2.5 oA ElICS Symbols Time Delta

e Sl | o5 5 | kze 3 K2E.2 K283 | 24 000 ns |
EE1 | . iy CRC 18
x1 —Fegquest_Adk Dx530C D.000 ns
=5 OLLP = 1] st Aok SRE 18
1 —FRegquast_ Dx530C 16.000 ns
z5
x1

| 200,000 ns |

T51 Symbols

L RERLE
—lin| |~

Training Condrod

Data Rate T51 Symbols

Link Ewent
Link Chown

i
w | M
=l

Trainirng Control

Cata Rate T51 Symbcls

W (B | |
il O A

Training Condrol

T51 Symbols

TS51

T
l
e

PCI-SIG Developers Conference

Training Condrod

Data Rate T51 Symbols
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eel . ASPM L1 and Clock power &
management

PCI-SIG Developers Conference
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2.5 Training Control Data Rate " TS1 Symbols
1 k28.5 |PaD | PAD 11 oo000 2.5 GT/s D102 ... 0.000 ns
2.5 Training Contrel Data Rate " TS51 Symbols
31 k22 5 |PaD | PAD 11 00000 2.5 GT/s D102 .. 0.000 ns
2.5 Training Contrel Data Rate ¥ TS51 Symbols
=1 K25.5 | FAD | FAD 11 OO000 2.5 GT/s D102 ... 0.000 ns
25 Training Contrel Data Rate ¥ TS51 Symbols
=1 K25.5 | FAD | FAD 11 OO000 2.5 GT/s D102 ... 0.000 ns
2.5 Training Control Data Rate " TS1 Symbols
=1 K25.5 | FAD | FAD 11 OO000 2.5 GT/s D102 ... 0.000 ns
2.5 MN_FTS Training Control Data Rate ¥ TS1 Symbols
=1 K25.5 | PAD | FAD 11 OO000 2.5 GT/s D10.2 ... 0.000 ns
Rl Ovdered Set Emor — COM Link Lane M_FTS Training Control Data Rate * TS1 Symbols
=1 AlignEm, LenEmr D102 ...
Z5 FATH Symbals
FATH
1 K28.5 K28.5 K28.5 021.5 K28.5 010.2 0.000 ns
z5 FATH Symbacls
FATH
31 K22 5 K28 5 K28 5 021.5 K28 .5 010.2 0.000 ns
25 PATH Symbals
H? AT o8 5 D21 5 Kes E D102 0.000 ns |
25 PATH Symbals
H? AT o8 5 D21 5 Kes E D102 0.000 ns |
Z5 FATH Symbals
FATH
H? K28.5 D21.5 K28.5 D10.2 0.000 ns |
Z5 FATH Symbals
PATH
H? K28 5 021.5 K28.5 D10.2 0.000 ns |
Z5 FATH Symbals
H? AT o 5 D21 5 kes 5 D10.2 0.000 ns |
Z5 FATH Symbals
HT PATN | (28 5 D215 K28 5 D10.2 0.000 ns |

Idle

0.000 ns

36
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v
N

v

v

= Deadlock at PCle link level
v Example: Credit leakage

PCI-SIG Developers Conference

Copyright © 2008, PCI-SIG, All Rights Reserved

PCI=>

37



ea{_ Deadlock associated with &

particular PCle link

= Credit starvation deadlocks
v'Malformed TLP going upstream
v' Downstream device accounts for credit

v'Upstream device does not account for
credit

v'Additional malformed TLPs lead to credit
starvation
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.5;
S
v

2.5 — A M_FTS Training Contrel Data Rate E Time Delta
x1 == K28 .5 1 o 31 D000 2.5 GTis DoDs.2 ... 18.000 ns
e 2.5 A Training Control Data Rate E Time Delta
x1 K28 .5 1 o 15 D000 2.5 GTis DoDs.2 ... 48.000 ns
A Training Control Data Rate Time Delta
K28 .5 1 o 31 D000 2.5 GTis DoDs.2 ... 18.000 ns
O Training Conbtrol Data Rate E Time Delta
K28 .5 1 o 15 000D 25 ET's DoE.2 ... 42,000 ns
O Training Conbtrol Data Rate E
K28 .5 1 o 31 ODOD 25 E5T's DoE.2 ... 28,000 ns
SHIF Symbols
K285 | K28.0 K280 K280 0.000 ns
DLLP eGP W IDD HdrFC DataFc CRC 186
b . o 4 16 OxFEED 0.000 ns
R oo JCID HerrC Deterc | R = Downstream FC
b - o 5 4 DxSE05 D000 ns .
——— ——ywTT ) [ere e Init for posted
b == o o o 0xD892 0.000 ns

DLLFP InitFC1-F

WiC IDD HdeFC DataFc CRC 18 Time Delta transaCtionS iS
[

e 16, 0 16X 16 =
0 5 18 0xEEED 000 ns 256 bytes

32.000 ns
Time Delta
0.00
CLLe e e VG ID HdrFC DatsFC |R==ELl:RI Time Delta
b . o 5 4 Dx5805 32.000 ns
ime Delta
0.00
i Delta

CLLE nitecie VG D HarFC Datarc |ESGERCEINT

b . o 5 18 DxBEST 000 ns
CLLE nitec1ce | VCID HaC DatarC |EESRERINT

b sEE D o o DxDESZ 22000 ns
CLLe mitrc1co | YCID HdrrC Datarc |IEREEEN|" Time Deita

b e 0 0 0 DxDE02 0.000 n=
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eaf__ Malformed TLP deadlock &&
TLP Length 16

= RC advertises buffer space for a request for
4 x 16 = 64 posted data bytes

= EP sends memory write request for 16 x 4 =
64 bytes

= RC consumes 64 bytes and advertises
release of buffer space

= EP sends additional memory write request
= RC receives a malformed TLP

= RC does not consume, does not update

= Result Is credit leakage
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eaf__ Malformed TLP deadlock &R&
TLP Length 16

= Memory Write TLPs require free resource of
16 x 4 = 64 bytes = 4 credits

= TLP 2705 is sent, but only TLP 2704 is ack’ed
= 4 credits are consumed and FC updated
= EP lags 4 credits behind RC

= Each malformed TLP adds additional lag of
4 credits
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ee . Malformed TLP deadlock

TLP length 16

Time Celta

15 dwords EE (e ks

Time Celta

W ol W ID HrFS Datarc || Time Celta
o Z2EE 1276 232000 s
= TLP Tag Address Time Delta
—
270 1 (O ORI N0 1R o 1SFBZACD 16 dwords £ OO0 e
ACHPMSK_Saq_MMum
R— =T A =
2704 0.0 e
= || - v e = Wo D HOrFC | Datarc
. 1276 0000 nE
= | - v e WC D HOrFC DataFc
- 127 0. 000 e
W ol 0 e W ID HrFS Datarc || Time Ceita
- o ] ) 232000 s
= TLP Tag Address Time Delta
—
2706 1 (O ORI o 1EFEIE00 16 dwords S0 00D NS
ACHPMSK_Saq_MMum
R— =T A =
2705 0.0 e
Wo D HOrFC | Datarc
R— = Updaterc-F
1250 0000 nE
WC D HOrFC DataFc
R— = UpdateFCiP
1252 0. 000 e
W ol 0 e W ID HrFS Datarc || Time Ceita
- o 1 1254 180, 000 N
= Error TLP Length Tag Address * Data
—
Torrawsoaasnr |[EEL 16 RO O D o 1EFEIEAD
ACHPMSK_Saq_MMum
R— =T A =
2706 0.0 e
Wo D HOrFC | Datarc
R— = Updaterc-F
1284 0000 nE
WC D HOrFC DataFc
R— = UpdateFCiP
1285 0. 000 e
W ol 0 e W ID HrFS Datarc || Time Ceita
- 1 ZEE 158,000 ns
= Packet Emor TLP B W[ 22 Length Tag Address * Data
—
Torrawsoaaenr |[IE 110 DR 16 RO O D o 1 EFBETE00

H.—- CiLLE || AR

PCI-SIG Developers Conference

[2okrak_seqg_rMum |
| ZTOT |l ooon n=s
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12 dwords 5 (e ks

PCI >
EXPRESS
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eel__ Malformed TLP deadlock
TLP len

64 bytes

consumed
| |

““I“‘

64 bytes
consumed

‘l-l““

PCI-SIG Developers Conference

gth 16

PCI=>

EXPRESS

" MW16
.I.. I
A Ya g, Seq #2706
Uy, Ny |
Tuny, Ty
ACK "Wagy u
[
Seq # 2705 al 798
..,,,,.. Update FC-P
»
...i...4cmmw
Uy
‘... MW16 malformgd
[
Y%y, Seq #2707
uy Say
[ [
by
ACK 5
'..
Seq # 2706

Copyright © 2008, PCI-SIG, All Rights Reserved

43



eaf__ Malformed TLP deadlock &R&
TLP Length 16

= 3 malformed TLPs create a lag of 12 credits

= Leads to EP credit starvation and blocks
further traffic

= Deadlock scenario resulting from credit
starvation
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ee . Malformed TLP deadlock
TLP length 16

F—

R

-

R

HHEG R

Packet Emor TLF Tag Address
TLrraycadenr | [ o 1 EFEZEQD
CLLe (c |PokMNak_Seq Mum
FTOT OO S
WO ID HIFC DataFrc || Time Deita
DILLF UpdateFC-MP
o a2 4 35 OO M
Packet Emor TLe | K ) Lendgth Tag Address
TLRFawoadeEnr (B = 15 [ ] o 1 EFEIEOD
CLLe | AckMak_S=gq Mum
ZTOE
CLLe | AckNak_Seq Mum
7O 2550 ps

R+—

LU

R [
LU
LU

R LU

Fa— LU
LU
LU

R [

R— LU
LU

LU

UpdateFCs-F

UpdateFC-F

UpdateFC-NP

UpdateFC-F

UpdateFS-HNP

UpdateFC-F

LpdateFic-

UpdarbeF

Update=FC-F

UpdateFC-HNE

PCI-SIG Developers Conference

oo IDD HdrFC DataFc
1542 0. e ITeE

Wio ID HdrFS DataFs Time Elta
L) L= s 23950 s
Wo ID HdrFS DataFs
(4] =z 1 2EE e
Yo DD HarFC DatarFc Time Delta
L) Z4Z 4 T.TES ps

Wo ID HdrFS DataFs
184D 0D s

oo IDD HdrFC DataFc Time Delta
o iTs oS 2. ZT5E e

Wio ID HdrFS DataFs
1ZEE D72 O s

W ID HdrFS DataFs Time Celta
o Z4Z 4 11.450 ps
Wi 1D HarFS DatarFs
L) 44 1542 0D s

W I HarFC DataFc Time Delta
Update=FT-MNPE = e
(4] 17e = 16550 |k

Yo DD HarFC DatarFc
1ZEE oG O s

e ID HMrFC | DataFc
15, 100 ps

Copyright © 2008, PCI-SIG, All Rights Reserved

L ta Time Celta
12 dwords 5 T NS

B =1 Tirmee Celta
12 dwords=s A eI s

PCI >
EXPRESS
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PCIi ¢

eel__ Malformed TLP deadlock

TLP length 16

PCI=>

n consumed

Non Consumed

PCI-SIG Developers Conference

Malformed

MW16

No Update FC-P

Leak of 4 credits

‘ MW16 malformed
Wy
""..,.. Seq #2707

i...
...‘

by
by
by
l."

"'.
......
L

ACK
Seq # 2706
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ee{__ Malformed TLP deadlock E&&

SIG

TLP length 32

= TLP of length 32 requires 32 * 4/ 16 = 8 credits
= No Updates

= Credit starvation will occur after only 2
malformed TLPs
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3

. Malformed TLP deadlock &&=
_TLP length 32

HarFS DataFrs
170D Ed 0. e s Did4yF . 191 E591 SE4 =

(= Update=FC-F

HdrFC DatalFs

CiLLPE UpdsteFC—F
s 1T | A5 =D S Oi4F . 191 E5Z2 016 =
e UpdateFC-F DLLP: Updating Flow Control Credits for Virtual Channel |
o 1To | 11 [[ ==4.000 ne [ 0147 . 151 522 054 = |
= TLF _ =1 FRegusstern | Tag Agansss Time CEita
2531 - ELE R ] W e [+] ZEEC-CE8D 22 dwords= ETZ. D s L]
CLLE . AckMak  Seg Moam
2531 OO neE 0147 . 191 54 SR &

HdarFS Datarc
171 11 O D nes oOidyT . 191 597 oo

[ Update=FC-

m

HdarFS Datarc
[ Update=FC- =

L 13

HdrFS DataFs

DL UpdsteFC-F o =

HdrFS DataFs

DLl Update=FC-

HadrFS DataFs

UpdateFC—P e —
= Packet Emor TLPE Tag Address. r Data
—
T LPFaysoadEn 632 5] ZEECHIE00 15 dwozrds

Ackhak_Seg kMum
632

HdrFC DataiFc

CLLF UpdsteFC-MNP =l =
=

HdrFS DataFc

PR 1o

CiLLF- Updist=FC——

HdrFS DataFc Stamip

CiLLF- UpdateFC-MNP &
15

HdrFC DatalFs Stamip

17 F 19

(= UpdateFC-F

HdrFC DatalFs

(= UpoateF:
118 4

B L I g (RO (B g L (R f R g LR (R (o R PR g (R g g (R e (B [ R (R
in| |=fenf |=|en]| [=en] [=[en] |= ] |= || [= ] (=] |={en| |=fea| [= ] =] |= o] |= e [= ] |=[en] |=

HdrFC DatalFs

4 1o
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PCIi ¢

ey

Malformed TLP deadlock

TLP length 32

128 bytes

consumed
I |

rﬂ‘!“‘#

Non
Consumed

MW32

Update FC-P
Uy
..l..gcredits

Q-

by
by
MW16 malformed

Seq # 3632

PCI-SIG Developers Conference

No Update FC-P, Leak of 8 credits
Copyright © 2008, PCI-SIG, All Rights Reserved
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PCI¢ PCI>

" Malformed TLP deadlock

= Error reporting

v"Malformed TLP Error reporting message
required for downstream TLP, meaningless
for upstream TLP

= Specification enhancement recommendation

v'Downstream FC Init or link retrain should be
mandatory following malformed TLP, or other
scenarios leading to credit starvation
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PCI¢ PCI>

EXPRESS
‘SIG

Thank you for attending the
PCI-SIG Developers Conference 2008

For more information please go to
WWW.pCISig.com
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