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General
Deadlock issues unavoidable for bus architectures
Occur when multiple agents mutually depend on 
response from each other or common resource

Access to a resource cannot complete until other agent has 
completed its access to the same resource

Conventional PCI back-off schemes
Disconnect
Retry

PCI Express replaces retry and disconnect termination 
schemes with split transaction protocols. 

Less immune to deadlock situations due to their complexity.
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Deadlock scenarios
4 types of deadlock scenarios 

– characterized by where they can occur in the PCI Express 
fabric

Within an endpoint
Associated with a particular PCI Express link
Associated with a resource common to a number of 
PCI express devices or within a PCI express switch
At the Root Complex level, within the chipset or at the 
system level
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PCI Express Fabric

EP

HOST

RC

EP

SW

PCIe Link

PCIe Link
Common
resource
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Deadlocks and avoidance
PCIe protocols affected

ASPM L1 entry and exit protocols
PME fence mechanism 
Error reporting schemes

Deadlock avoidance schemes
At the device level
Root Complex level
System level 
Possible specification enhancements 
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ASPM L1 Re-entry delay

Enter_L1

PM_ASPM_NAK

Ack for PM_ASPM_NAK

10 uSec delay

Enter_L1

PM_ASPM_ACK
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Deadlock example at 
common resource level



Copyright © 2008, PCI-SIG, All Rights Reserved 12PCI-SIG Developers Conference

ASPM L1 re-entry delay deadlock
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L1 Re-entry delay deadlock
ASPM L1 enabled at endpoint, disabled at root port
Traffic recess – EP requests L1, Root port NAKs
EP Acks PM_Active_State_Ack
EP required ASPM L1 re-entry delay> 10 usec
If re-entry is too early – RC interprets as old request 
RC resources congestion blocks other traffic
Deadlock situation arises. 
Deadlock can also happen with 10 usec delay met
RC should flash L1 requests not to consume resources
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Deadlock example at 
RC/Chipset level

Correct D3 cold transition protocol
System software puts device to D3
Endpoint initiates L1 transition
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Correct D3 cold transition 
protocol
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Correct D3 cold transition 
protocol

D3 cold transition protocol - continued
L1 exit, Link transitions back to L0
System software/RC initiate PME fence mechanism
Endpoint Acks PME Shutdown message
Transition L2/L3 ready
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PME Fence mechanism

PME Fence
mechanism

L2/L3 ready transition

L1 exit, Link
back to L0



Copyright © 2008, PCI-SIG, All Rights Reserved 19PCI-SIG Developers Conference

Going to D3 cold

Link goes to electrical idle
L23 entry message ack’ed
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Power sequencing deadlock
Power on
Wait for the BIOS to kick in
Toggle main supply/RESET 
Windows starts
Disable the device in device manager, or go to 
Hibernate
Machine hangs
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Power sequencing hang-up
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Power sequencing hang-up
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PME Fence mechanism 
deadlock summary

Device transitions to L23 ready instead of L1  
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PME Fence mechanism 
deadlock summary

Initial boot-power-sequence leaves 
device at D3-cold ready state



Copyright © 2008, PCI-SIG, All Rights Reserved 25PCI-SIG Developers Conference

PME fence hangup analysis
Host tries to communicate while device in D3 
cold
RC blocks transactions since it has transitioned 
the link to L23
Machine hangs on no completions coming back 
from the device 
Power down state machine should not transition 
to L23 before receiving PME_Turn_Off message 
and fully executing the PME fence mechanism
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Deadlock at the device level: 
Handling of illegitimate NAK

Compliant NAK 

TLP #510 is replayed

TLP # 510 Nak’d by NAK 509
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Compliant NAK

MR

Seq #3835

ACK 

Seq # 3835

Replay Cpl 
#510

Completion, Seq # 510

NAK seq # 509
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Compliant NAK

TLP #859, 868 are replayed

TLP # 867, 868 Nak’d
by NAK 866
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Incompliant NAK

Undelivered TLP # 3853

Nak’d by NAK 3852

Endpoint concludes that NAK for
completion is for TLP it never 
sent and NAK’s that TLP
RC hangs for 345 msec
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Incompliant NAK deadlock
MR Seq #576

ACK Seq # 576

NAK 577

Completion, Seq # 3852

Ack #577

Ack, Seq# 3852

MW Seq #577

Nack, Seq# 3852Nack #577
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ASPM L1 and Clock power 
management

L1 exit latency does not account for CLKREQ 
enabled
PLL shuts down in preparation for loss of 
REFCLK#
System timeout due to long L1 recovery  
Use backup slow clock to replace bit clock when 
CLKREQ# de-asserted
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ASPM L1 and Clock power 
management
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ASPM L1 and Clock power 
management
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ASPM L1 and Clock power 
management
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Deadlock associated with 
particular PCIe link

Credit starvation deadlocks 
Malformed TLP going upstream
Downstream device accounts for credit
Upstream device does not account for 
credit
Additional malformed TLPs lead to credit 
starvation
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Malformed TLP deadlock

Downstream FC 
Init for posted 
transactions is 
16, or 16 x 16 = 
256 bytes
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Malformed TLP deadlock 
TLP Length 16

RC advertises buffer space for a request for 
4 x 16 = 64 posted data bytes
EP sends memory write request for 16 x 4 = 
64 bytes  
RC consumes 64 bytes and advertises 
release of buffer space
EP sends additional memory write request
RC receives a malformed TLP
RC does not consume, does not update
Result is credit leakage
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Malformed TLP deadlock
TLP Length 16

Memory Write TLPs require free resource of 
16 x 4 = 64 bytes  =   4 credits
TLP 2705 is sent, but only TLP 2704 is ack’ed

4 credits are consumed and FC updated
EP lags 4 credits behind RC
Each malformed TLP adds additional lag of      
4 credits 



Copyright © 2008, PCI-SIG, All Rights Reserved 42PCI-SIG Developers Conference

Malformed TLP deadlock
TLP length 16
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Malformed TLP deadlock
TLP length 16

MW16

Seq #2706

ACK 

Seq # 2705

64 bytes 
consumed

MW16 malformed

Seq #2707

ACK 

Seq # 2706

Update FC-P 

4 credits

64 bytes 
consumed
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Malformed TLP deadlock
TLP Length 16 

3 malformed TLPs create a lag of 12 credits
Leads to EP credit starvation and blocks 
further traffic
Deadlock scenario resulting from credit 
starvation
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Malformed TLP deadlock
TLP length 16
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Malformed TLP deadlock
TLP length 16

Malformed

MW16

Seq #2708

ACK 

Seq # 2707

Non consumed

MW16 malformed

Seq #2707

ACK 

Seq # 2706

No Update FC-P 

Leak of 4 credits

Non Consumed
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Malformed TLP deadlock
TLP length 32

TLP of length 32 requires 32 * 4 / 16 = 8 credits
No Updates
Credit starvation will occur after only 2 
malformed TLPs
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Malformed TLP deadlock
TLP length 32
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Malformed TLP deadlock
TLP length 32

MW32

Seq #3631

ACK 

Seq # 3631

128 bytes 
consumed

MW16 malformed

Seq #3632

ACK 

Seq # 3632

No Update FC-P, Leak of 8 credits

Non 
Consumed

Update FC-P 

8 credits
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Malformed TLP deadlock

Error reporting 
Malformed TLP Error reporting message 
required for downstream TLP, meaningless 
for upstream TLP

Specification enhancement recommendation
Downstream FC Init or link retrain should be 
mandatory following malformed TLP, or other 
scenarios leading to credit starvation
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