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= Deadlock issues In bus architectures
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iS]G' EXPRESS
General

= Deadlock avoidance crucial for every bus architecture

= Occur when multiple agents mutually depend on
response from each other or common resource

v Access to a resource cannot complete until other agent has
completed its access to the same resource

= Conventional PCI back-off schemes
v' Disconnect
v Retry

= PCI Express replaces retry and disconnect termination
schemes with split transaction protocols.

v' Complexity of protocols can create more deadlock pitfalls

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 4
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ISIG .
Deadlock scenarios

= 4 types of deadlock scenarios

— characterized by where they can occur in the PCI Express
fabric

v Within an endpoint
v Associated with a particular PCI Express link

v Associated with a resource common to a number of
PCI express devices or within a PCI express switch

v" At the Root Complex level, within the chipset or at the
system level

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 6
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ISIG .
Deadlocks and avoidance

= PCle protocols affected
v ASPM L1 entry and exit protocols
v PME fence mechanism
v" Error reporting schemes
v' Credit handling for special cases
v Clock power management readiness

= Deadlock avoidance schemes
v" At the device level
v"Root Complex level
v System level
v Possible specification enhancements

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 8
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= Deadlocks at common resource level
v Example: ASPM L1 re-entry delay
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ASPM L1 Re-entr
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eef__ Deadlock example at POl
common resource level

ASPM L1 re-entry delay deadlock

Famet |- |2s|| TLF | B | CpiD || Regussteric | Tag|| compieteriD || Status || BoM|Byte ont|Lwr scor | [ laliEs]
140713 | | =1 || 1138 | P |  1o:0dod0 I _ooowpo:o |4 ]| oodoon || sC | IEN| | oxpo || oxi10di1004Z

4

= [ P = wmd emen
%{R‘-'%“ DLLF | UpdateFC-NP Eﬁm 1Tn:§':' 35 I 11:_; | I 01:10100 I Local R?:;E:ﬁm |TE::9I
:::J::; R_. TLE | UpdaterC-NR VII:- 1: I:-atFC m %'R'—l%“ DLLP || FM_Acive_State Request_L1 ”%E%
LEEH, ECIPWRY vpoaerce oo ST coorC IESSALE e peta) ezt e B oue || puiacve_siste_requesi o RSS2
—H?n?:tg R*—l%“ DLLF ” PM_Actve State_Request_L1 ”—H:}?I‘E:E:Ji E% %'R"l%“ DLLF ” FMACIvE_Stale_Regquast L1 ”%
—Hf;:‘o Ro—'%“ DLLF ” FM_Active_State_Request_LA ”—H:}?EEE E% %'R'_l%“ pLLe ” PM_Actve_State_Request L1 ”%E%
—Hfg:: Rh'%“ DLLP ” FM_ACtve_State_Request_L1 ”—H:}?:E;i ﬁ %'R‘_l%“ il ” SlerElESEE TR S ”%ﬁ
%{m_l%| oLLE ” T e p—— ”%E% %'m—l%“ DLLP || PM_Acive State Request L1 ”%E%
—Hf;:; R*—l%“ DLLP ” PM_Aciive_State Request_L1 ”—H:}?I‘E:E:Jg E% %'R"l%“ pLLe ” FM_AdIve_State_Request L1 ”%E%
—HfD::td Ro—'%“ DLLP ” PM_Active_State_Request_L1 ”—H:::EI:JZ ﬁ %'R‘_l%| DLLP || ACK |’“¢Naﬁiﬁq N”'T'H e IE%
—H;‘:‘D::; Rh'%“ DLLF ” PM_Actve_State_Request_L1 ”—HTEEE E% %'Rhl%“ oLLe ” PM_Actve_State_Request_L1 ”%m
&{ l%“ DLLP ” PM_Actve State Request L ”% %'R"l%| il | LR VID C DaFC

[=.5]|

Famet | T T I e | e se et 1':::3:; R-» DLLP | UpdateFc-p ""“:' HOTC ':"'3 Eﬂa
140737 1181 ] | 0110100 | Local || oomoon | o |[PME_Acve_Stats N LS L= L . L

%{Ro—l%“ DLLP ” PM_Actve_State_Request_L1 ”%ﬁ = R" pLLm | UpasterC N e e
—HL‘:‘D::; R*—l%“ DLLP || PM_Actve_State_ Request L1 ”—H:}?Ecﬁjji E% %'Rhl%“ pLLe |E%
%{R*—l%“ DLLP ” PM_Actve State Request L ”%E% %'Rhl%“ DLLE |
—HfD::: R—'%“ DLLF ” PM_Actve_Stats_Request_L1 ”—{‘;’:EE:J‘; ﬁ %'R‘_%| il ” FIELESEE RS ”%E%
%'R’—l%“ DLLP || PM _Active State Request L1 ”%E%

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 11
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L1 Re-entry delay pitfall

= ASPM L1 enabled at endpoint, disabled at root port

v PCle 1.1 Requires correct software sequencing
v Used to force PM_Active State NACK

= Traffic recess — EP requests L1, Root port NAKs

= EP Data Link Layer Acks the NACK message

= EP required ASPM L1 re-entry delay > 10 usec

= |f re-entry is violated — RC interprets as old request
= RC resources congestion blocks additional traffic

= Deadlock situation arises.

= |f RC low on resources deadlock can also happen when
re-entry delay is within spec

= RC should flush L1 requests not to consume resources

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 12
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= Deadlock at RC/chipset level
v Example: PME fence mechanism hang-up

N
v
v
0
v
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EXPRESS
‘SIG

‘D3 Cold Transition Protocol

= System software puts device to D3
= Endpoint initiates L1 transition
= L1 exit, Link transitions back to LO

= System software/RC initiate PME fence
mechanism

= Endpoint Acks PME Shutdown message
= Transition to L2/L3 ready

= |23 entry message ack’ed

= Link goes to electrical idle

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 14
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EXPRESS

D3 Cold Transition Protocol

Facket Wz TP Fegquest=nD |Tag|| DewicelD  |Regster|[7st 58
1454067 x || z814 000:00:0 0 00Z:00:0 | Ooddd || 0091 || 0we00000003
Packet |_ [25][ T |P oo Cpl Feguest=ilD |Tag|| CompetenD || Status  |[Byte Cnt|Lwr Adar
|25
1454063 w || 1m0 00:01010 000:00:0 0 002:00:0 =C 4 0000
CRC 1& Time Celts
Facket FY CRC 16 FAI_Request_Ack H—_{H
R == e FM_Enter_L1 = B30T || 15.000 ne
S X CeE3A0 | Packet number (Post-Trigger) | =
Packet 25 SR 18 | nesanm || el D | HLETELS OXEEAD || 0.000 ns
- F |—| DLLP PM_Enter L1 — - —
454072 X1 DA
e mhaea | P _Enter L1 e
[ Packet | (28] op FM_Enter_L1 CRG 185
1484073 x1 - = IESAD Packet |R'— 2.5 oLLE PM Enter L1 CRC 18 Time Celta
1454002 | x1 - - IEsSAD 16. 060 nes

Facket
4-1434::93 R—rm DLLP ”

PM_Request_Ack

= sR -l Time Delta
D205 16000 ns

PM_Enter L1

CRC 16 | [l =gr=x]
IESAD 16000 N5

= Correct D3 cold  =FH=

Facket -
144085 R"E

DLLP ”

PM_Request_Ack

CRC 16 |[ihc-ge-i]
D205 16000 ns

transition protocol

Facket R._ sios | S0M
1454087 i K2B.5

Packet R =5 CLLP PM_Enter_L1 CRC 18
1454008 *1 - = OESAD 32,000 s
EIOS Symbois

K28.3 K258.2 K25.3

Time Delta
16.000 ns

v’ System software

PM_Request_Ack

CRC 18
O230C 0.000 ns

CRC 16
[k e 320060 N5

PM_Request Ack

PM_Request_Ack

CRC 18
D305 0.000 ns

PM_Request Ack

CRC 16
[k e 648000 ns

7 Packet  JN2s]

puts device to D3 == - ”
=

v Endpoint initiates ===
L1 transition o | > |

EIOS Symbols
K2E.3 KIB.3 KIB.2

Time Delta
1.320 ps

Facket COM
R~ EIOS
1454104 | x1 | KZ8.5
——

Packet
1450105 [ =7 | =

Link Lane M_FTE Tralning Contrel Data Rate * TE1 Symbols
00000 2.5 GTis D10.2 ...

0.000 n&

Facket
1454110 R_'E =

COM

K255 | 0 o

D10.2 ...

2.5 CTis

0.0 nE

PCI-SIG Developers Conference Europe
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D3 Cold Transmon Protocol

[ZE] oM Link Lane N_FTS Training Contro
3 I 0.000 ns
- -
Fachet ] o ¢ L _FTS Training Contral Cata R 52 8 . [ | I I eXIt I I n k
1454250 QOO .5 GT/s 05,2 ... 0,000 nE ]
Facket : COH Lz _FTS Tr C ata R 525 :
1454551 x1 K285 | 0 | © 24 0000 2.5 GT/5 DOS.2 ... 0.000 ns baC k to I O
Facket ER| .., | com unk L _FTS Tn c ats R 22 2 '
1484952 1 z =
Packet 25| TP LCRC
1454553 x1 || 2815 0000100 000:00:0 1 00000 ox04d || 0011 OXB1E4SBTD || 252.000 ns
Packet [_ [25][ Tr |F - cpiD ReguesterlD |Tag|| compietenn Status  ||BCM |Byte Gnt | Lwr Addr LCRC
1454955 w1 || 108 10:01010 000:00:0 1 00000 sC 0 4 W00 || 000000003 XI4TETAAS
Facket 2= |[ TLR Reglster
1454957 x1 || 2518 004
Packet B 2.5 TLE | cpl CplC RequesteriD |Tag || CompleteriD Status
==
1454550 x1 || 1807 1 1 0 OO 0000 =C
racket 2] TR DewicelD LCRC
1484961 x1 || 2817 00000 ox004 || 0011 |[ox 00100 OXESEEEE5A 34.4.000 n&
Packet | [zs|[ T |F cpl ReguesteriD |Tag|| compistenn Status  ||BCM |Byte Cnt |Lwr Addr LCRC
1454963 x1|| 1808 P 00:01010 : 1 002:00:0 sC 0 4 500D Ox400CFE44 5,350 £2C
Pack=t |MZS|[ TLF LCRC
1454355 x| 2818 01:100 Brosdcast OXDF 204355 245000 ns | [l P I\/I E Fe n Ce
Packet [ [25][ TiP LCRC
1454967 x1|| 1808 01:10101 Gathersd Q0000 0 || PME_TC_Ack || 0xC14D2DSF 0.000 ns i
Packet [ [25][ TLF RequesteriD | Tag il LCRC llle‘ :I lan|SII|
1454956 x1 || 1810 01:10101 Gathered 00Z:00:0 0 ||FME_To Ack || oussiesToc 455,000 1E
_Packet 1o 1251 pue PM_Enter L23 ERE 18
1454570 1 - - 01055 0.000 NS ., .
I P = | 2/L3 ready transition
e S 0 el | T PM_Enter L23
1484971 X1 - - 1055 0.000 NG

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 16
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ey

D3 Cold Transition Protocol

= |23 entry message ack’ed

= Link goes to electrical

idle

Packet B 2.5 CLLE S1 Enter CRC 16
1484285 X1 - - e 10ES
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
1454285 X1 - - Ooco Do
Pachket 2.5 CRC 16

R+ CiLLP FM_Enter LZ3
1484 28T X1 - - e 10ES 3.0 e
Packet = 2.5 clos COM EICE Symibols Time Celta

+—

1454055 X1 KZB.5 | K25.3 KIX8.3 K28.3 0.0 s
Packet 2.5 CRC 16

R— CLLF FM_Reguest Ack
14584080 X1 - - Ooco Do 0. 0 e
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
1484591 i = = Ieca 30 e i
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
14584002 X1 - - Ooco Do 0. 0 e
Packet 2.5 CRC 16

F— CiLLP FM_Reguest_Ack
1484003 X1 - - Ooco Do E16.000 ne
Packet R 2.5 El0s COM EICE Symibols
1484005 X1 KZB.5 | K25.3 KIX8.3 K28.3

PCI-SIG Developers Conference Europe
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rag  POwer Sequencing POI>
*¢ Deadlock Scenario

= Power on
= \Wait for the BIOS to kick In

= Toggle main supply/RESET
v Typical for mobile systems

= \Windows starts

= Disable the device in device manager, or go to
Hibernate

= Machine hangs

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 18
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T
ISIG
Padet - 2.5 TR — Cigwrd ReguesterlDl | Tag DevicelD Register | | 1st BE | Q= [ g ik v
4320 x1 || 2773 9 10:00100 000:00:0 003:00:0 0x044 || 1111 || 0xD0D0ODS002
Fadet - 25 oe || ack AdkNak_Seq_Mum || CRC 18
4321 %1 e 2773 0x3F3T 50.000 ns
FPadet - 2.5 TP - Cpl Requesterllt | Tag || CompleterlD Status BCM | Byte Cnt | La
4322 x1 || 3107 P 00:01010 000:00:0 003:00:0 SC 0 4 '
Fadet = 25 oiir || ack AdkNak_Seq_Mum || CRC 18
4323 x1 e 32107 0x8519 || 2168.000 ns
Fadet - 25 e St Enter L33 CRC 18
4324 %1 —=MEL Ox105E 0.000 ns
Fadet - 25 LLe S Emter L33 CRC 18
4325 x1 —=ne Ox1055 0.000 ns
Packet - 25 LLe St Emter L33 CRC 18
4326 x1 —=ne 0x1055 0.000 ns
Padiet - 2E LLE = Enier L33 CRC 18
4327 x1 —=nie_ 0x1055 0.000 ns
Fadet - 25 oLLE S Enter L23 CRC 18
4328 %1 —=MEL Ox105E 5.000 ns
Fadet = 25 oLLE - A CRC 18
4329 x1 —Request_ 0x930C || 24.000 ns

PCI-SIG Developers Conference Europe
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™ Observed Seguence

Fadoet o 2.5 o= - = 2o CRC 18 Time Delta

43328 =1 —=ne_ 0x1055 £.000 ns

Faduet - 2.5 = —- I CRC 18 Time Delta

4339 »x1 - i — Dxx230C 24000 ns

FPadket 2.5 = - = =z CRC 18 Time Delta

4240 1 —=nher_ Ox1055 5.000 ns

FPadket 2.5 = —- I CRC 18

4341 1 - - — Oxx230C 0.000 ns

Fadket 2.5 - = - I CRC 18 Time Delta

43437 1 — w — D230 24000 ns

Fadket — 2.5 Lo T | ElCES Symbols Time Delta

4343 »x1 K28 .5 | K28 .3 K28 3 K28 32 5000 ns

Faduet 2.5 o= - o CRC 18 Time Delta

43484 =1 — wu — D230 C 24000 ns
" Padet | _ [2.5] et [ [25 [Link Event | PRE e

4345 =1 Link Down 2.000 ns

FPadket - 2.5 = —- I CRC 18

4345 1 - i — D230 0.000 ns

Fadket - 2.5 - = - o CRC 18

4347 1 - - — Oxx230C 18,000 ns

Fadket - 2.5 Lo T | ElES Symbols Time Delta

43248 1 K285 | K28 .3 K28 .3 K28 .2 224000 ns

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 20
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PME Fence Mechanism

Deadlock Summary

= Device

Padet 25| T |B o CigWrD | ReguesterlD |Tag|| DevicelD | Register|| 15t 2E | R
4320 | 2773 | 2 10:00100 | ooowoo:o [ 1 || oozo0m | oxoss |[1111 ][ oxoooosooz
- -
Padet 25 .. |AdMNak_S=q_Num|[crRc 16 || |
4321 S | DLLE H ACk [ 2772 |[ ox2F27 || so.000ns | ranSI IO nS O
Pacet | _ [25]|[ TP |[ [ Cpl |[ RequesteniD [Tag|[ CompleteriD || Status  |[BCM[Byte Cnt[Lw
4322 |P‘ =1 || 2107 | Cel [ oooio1o || ooowmoo [ 1 || oo2w00 || sC e | = 0 L !3 re ady
.. |AdMNak_S=q_Num|[crRc 16 ||
DLLE || ack [ 2107 |[ oxe512 || 216.000 ns | ]
FEE | | Instead of L1
4324 = || PP PM_Enter_L23 [ox1085 || owooonms |
Faoet 25 [cre 18 || | ﬂ| R— Iﬂ” DLLP || FM_Enter_L22 || o 1= | |
==t R 1= | DLLP H PM_Enter_L23 [Gxioss || o.coons | 43RE 1 - — [ox1o55 |[ so00ns |
[E— z5 [ere 1 || | Fadet T | Tl || = G e [cre 16 || |
4378 R || BRLF H PM_Enter_L23 [ox1oss || o.000ns | 4339 [ =1 ] —Reau== [oxB30C || 24000ns |
Padet 25 [ere 1 || | Packet | _ [25 [crc e ]] |
e e 1 | i FIM_Enter_L22 ‘| 0x1085 || 0.000ns | 4340 |p‘ = || BF FIM_Enter_L22 [0xi055 || s000ns |
Padet 25 [cre1e]] | Padket [crc e ]] |
Zmzs |0 = || P FIM_Enter_L22 [oxt058 || =.000ns | Zzaq = El DLLE FhM_Requsst_Ad [oxB30c|| o0.000ns |
SEEE [creqe]| | Padet 25 CRC 168
Facket EIOS Symbols
- L
- n Itl a.I boot K2E 5 | K2E 2 K2E 3 K28 3 5000 ns
-—
R—- OLLF PM_Request_Ad: =iz = |
- = [0x320C || Z4000ns |
- [2.5][Link Event]| |
x1 |L|nk Down || &000ns |
R OLLF Fhi t_ Ak L=z = |
sequence - - -—
o [crc e ]] |
R OLLF Ph_Request_Adk [Gxszoc || 12000 ns |

State

PCI-SIG Developers Conference Europe
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D3-cold ready

7

‘acket
4245

524000 ns

KH28.5

K28 .2 K28 2 K28 32
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e PoOwer Sequencing poI>
*¢  Hangup Analysis

= Host tries to communicate while device in D3
cold

= RC blocks transactions since it has transitioned
the link to L23

= Machine hangs on no completions coming back
from the device

= Power down state machine should not transition
to L23 before receiving PME_Turn_Off message
and fully executing the PME fence mechanism

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved 22
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= Deadlock at device level — EP or RC

v Example 1: Incompliant NAK
v

v

PCI-SIG Developers Conference Europe Copyright © 2007, PCI-SIG, All Rights Reserved

PCI=>

23



PCIi ¢

sie Deadlock at the Device Level:
Handling of lllegitimate NAK

= Compliant NAK
v TLP # 510 Nak'd by NAK 509

v TLP #510 is replayed

PCI-SIG Developers Conference Europe

Copyright © 2007, PCI-SIG, All Rights Reserved

TLP MR#32) TC TD EP Attbutes Length [IEE el I S LCRC Time Delta
3835 00:00000 1 000:00:0 | 1 || FEAFF180 || 1111 | oooo || oxeDaszcca || zrzoocons
nue || ack |AGKNak_Seq Num || CRC 16

3835 ox1139 || 55.000 ns
e | CpiD TC |TD [EP |Attributes | Length || RequestenD |Tag|| compieterp || Statuz  |[5CM |Eyte ont |Lwr Agar
E10 : woieie |o|ofo]| o 1 000000 | 002000 C [ 4 000 ||11040000
TR ! . CcpiD TC |TD |EP |Attributes | Length || RequestenD |Tag|| compietenD || Status  |[5CM |Byte Cnt |Lwr Agar
£1) woioie |o|ofo]| o 1 000000 | DOZ:00:0 2 [] 4 000 ||11040000
TR [t . cpiD 7C [TD|EP[Attnbutes [ Lengtn || Requesten [Tag]| competenp || states |[5Cm [Eyte ont|Lwr Agar
E10 woieie |ofofo]| o 1 000000 | DOZ:00:0 2C ] 4 000 ||11040000

R Y|| Time Detta

DLLP

508 mxCACA || 280000 ns
e | cpiD ¢ [TD[EP [Attributes [ Length || Requestenn [Tag|| compietenn || status  |[8oM [Byte ont|iwr Agar
510 : woioie |o|ofo]| o 1 000000 | DOZ:00:0 aC ] 4 00 |[11040000
oue || ack |AckNak_Seq Num || CRC 16

510 oxC28F || 480,000 ns
oue || ack |AGKNak_Seq Num || CRC 16

510 oxc2eF || 1.312ps

PCI >
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SRS _
Compliant NAK

PCI-SIG Developers Conference Europe
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"-l_,
Seq # 3835 44_,_'4

'.l... )

» Completion
"%y 5eq # 510

......

"-l_,

4

J_,JJJJ

AK seq # 509 Ty,
49

—

Uy
I.....
L

Replay Cpl ..l...
#510 ""
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EXPRESS
v NAK of TLP #866 Nak's TLPs # 867, #868
’
v TLP #867, 868 are replayed

- 25| TLP ReguesterlD | Tag Address 1st BE | Last BE Data LCRC

x1|| =88 10:00000 002:00:0 D DED2TEE0 1111 [ 1111 ||32 dwords|| 0=CE72381E 852.000 ns

AdiNak_Seq_Num || CRC 16
DLLP || ACK =——
BEG 0x3BA9 || 376.000 ns

5 25| TLP RequesterlD | Tag Address 15t BE | Last BE | EETE LCRC

x1|| @87 10:00000 002:00:0 0 DB037900 1111 [ 1111 |32 dwords|| 0x53E2112C 720.000 ns
, 25| TLF RequesterlD | Tag Address 15t BE | Last BE | EETE LCRC

x1|| =88 10:00000 002:00:0 0 DEQ272E0 1111 [ 1111 ||32 dwords|| 0x8FE5EE49 1.128 ps

25 AdiNak_Seq_Num [KGERG

DLLP | ITY -

x1 BEG 0xDOCE || 188.000 ns
5 25| TLP RequesterlD | Tag Address 15t BE | Last BE | EETE LCRC

x1|| =68 10:00000 002:00:0 D DEDZTADD 1111 [ 1111 |32 dwords|| 0x48BED20S 0.000 ns
mo [2E]] TLP RequesterlD | Tag Addrass 15t BE | Last BE | SEEVET LCRC

x1 || =87 10:00000 002:00:0 0 DE027200 1111 | 1111 |32 dwords|| 0xSSE3112C 0.000 ns
5 25| TLP RequesterlD | Tag Address 15t BE | Last BE | EETE LCRC

x1|| @68 10:00000 002:00:0 0 DB037980 1111 [ 1111 |32 dwords|| 0xSFESEE49 24.000 ns

Copyright © 2007, PCI-SIG, All Rights Reserved 26
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EXPRESS
| llant NAK
Padet 28| TLP bl'u'l MRd(32) RequesterD | Tag Address 1st BE | Last BE LCRG Time Delta
75124 || &78 = 00:00000 000:00:0 1 FEAFF120 1111 | 0000 0x0BDE03AD || 272.000 ns
Padket - 25 ot || ac AdiNak_Seq_Num || CRC 18
75125 x1 b6 0xCB55 || 58.000 ns
Padet . 25| TR || o CplD RequesterlD [Tag|| CompleterlD || Status ||BCM|Byte Cnt|Lir Addr | LCRC Time Delta
75128 ¥t || 3852 2 10:01010 000:00:0 1 002:00:0 sC ] 4 000 ||1 dword|| 0x32A25305 472,000 ns
Padet 25 o || ack AdiNak_Seq_Num || CRC 18
75127 % 3852 0xC812 | 224,000 ns
Padet 28| TLP RequesterD | Tag Address 15t BE | Last BE | |EL LCRC Time Delta
75128 || BT 10:00000 000:00:0 a FEAFF180 1111 ] 0000 |1 dword|| Ox1AAACODA || 288.000 ns
Padket - 25 ot || ac AdiNak_Seq_Mum || CRC 18 | Sl !
75129 x1 577 0xGT4E 2337 ms
Padet 25 or | AdiNak_Seq_ Mumn |ResietElE Time Delta
75130 ®1 : 3852 0x2275 2,784 ms
Padet R 25 oe (BT AdiNak_Seq_ Mumn |ResietElE Time Delta
75131 x1 : 577 0xBC29 || 345.602 ms
Padket 25| TLP *M MRd(32) Requesterll |Tag|| Address || 1st BE|Last BE LCRC Time Delta
75132 xt || 578 = 00:00000 000:00:0 a FEAFF120 1111 | 0000 0xESB3030E || 256.000 ns
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** Incompliant NAK o

= Undelivered TLP #3853 Nak'd by NAK #3852
v"NAK applies to completion for TLP never sent?

= EP interprets NAK #3853 as for bad completion
It never sent

= EP alerts RC by NAK #577 that if it expects
completion #3853 it should replay Request #578

= RC hangs for 345 msec processing NAK #577
= RC finally plays request #578
= Repeated incompliant NAKs lead to deadlock
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Incom

MR Seq

#5

]
Ack, Seq
]

MW Se

R S¢

P?

#3852

b #578

#3852
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PCI=>

pliant NAK deadlock

> f

) ACK Seq #576
-t )

L .
“a@) completion, S
<4, 1,

eq #38%

| #3853
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sic
Agenda
v
v
v
v Example 2: CLKREQ# readiness

v
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eaf_ ASPM L1 and Clock Power @&
I\/Ianagement

= L1 exit latency does not account for CLKREQ# enabled,
used in miniExpress cards to shut down REFCLK# and
further power savings

= Upon deassertion of CLKREQ# EP shuts down PLL in
preparation for the loss of REFCLK#

= Device does not account for its own increased PLL
recovery time

= System timeout due to long L1 recovery

= PCle 2.0 requires components to account for additional
latency due to loss of REFCLK#

= Both EP and RC need to account for additional latency
due to clock power management

= Use backup slow clock to replace bit clock when
CLKREQ# de-asserted
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et ASPM L1 and Clock Power &&

I COM  Link Lane M_FTS Training Contol
e ——

13
n

Lane M_FTS Training Control Data Rate * TS1 Symbols

g

0.000 ns

Lane M_FTS Training Control Data Rate ' TS1 Symbols ﬁ
. EGT/ 2. 0.000 s

Training Control

B Training Control

1a
in

S Training Control y
K28.5 | 0 o 1 0000 2.5 GTis DO5.2 ...

b

Training Control

¥Zs 5 | o o ik oooo 2.5 G1is DO5.2 25 Lene M_FTS Training Control Data Rate * TS1 Symbols
L CplD 1 [T=a|[ Compl=teriD_|[  Status %1 A .5 GT) 2. 0.000 ns
2208 | = | 10:01010 | oo0:00:0 14 || 001:00:0 11 SC

13
n

oL ” et IAdm&;ZS;q_Hum H CECE) I Lane M_FTS Training Control Data Rate E:T Symbols
A 5 G 2. 0.000 ns
2565 CRC 18
| il | eree || Sr=Sriesl | 0xE5AD %

== =rC 18 . ink Lane N_FTS Training Control Data Rate ' TS1 Symbols
| F{‘—|7|| DLLF || FM_Entes_ L1 DSEAD % ] = m T, " DDDD ns

[==E=][ e | PM_Enter_L1 | ==
[ or || e — | 25 %
Ordered Set Enor . COM  Link Lane N_FTS Training Control Data Rate * TS1 Symbals

AlignEm, LenEm

Data Rate * TS1 Symbols

Lane M_FTS Training Control

i | . i Erter La CRC 16 Time Delta x1 PAD
1 ==ri== DxEEAD 24.000 ns
25

CRC 18 Time Delta
R— =1 DLLF Pr_Request_Audk 02020 C 5.000 ns
2.5 CTRC 1€ Time Delta X
R [ DLLF S Ei B DxEEAD 24.000 ns
o e [ 5\ e PATH Symbols FE!
25 CRC 16 0 R K0 R K0 R MO B KO0 R n
| ooee || PLI_Request_ack | e K28 5KIB5KIBE025KBE0102] 0.000ns

This packetwas sent in the downstream direction of the PCI Express link
{away from root complex)

oAt PATN Symbals E
i || L % K285 K255 K28.5 0215 K28.5010.2 || 0.000 ns
!—@ Eora e e 3] ey PRI Symools Fﬂ!
. | oL ” 1 Renuet A | S H:E% x1 K285 D021.5K28.5010.2 0.000 ns
| ——— || e %Hnﬂﬂa 28]l o PATN Symbals . %

1 K2B50215K28.5010.2
SO EICS Symbols
W28 5 | K28 3 ks 3[R || 200000 ns

7z FATH Symbols ﬁ
w || T Nz 5 D215 k2850102 ]| 0000 s

FATN Symbols “
e ([ | [K2a 5021 5 k2850102 || 0.0001s

o o
] PATN Symbols
| = 0.000 ns

K28.5 | PAD | PAD

ra
n

b

13
n

b

ra
n

COM Link Lane N_FTS Training Gontrol Data Rate * TS1 Symbols

1a
in

M_FTS Training Control Data Rate * TS1 Symbols

ra
£n

M_FTS Training Control Data Rate * TS1 Symbols PATN W25 5 021 5 K28 5 010 2

PATN Symbols F: !
FATH K28.5D021.5K28.5010.2 0.000 ns

b

_FTS Training Control Dats Rate * TS1 Symbols

13
n

- M_FTS Training Gontrol Dta Rate * TS1 Symbols
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v
N

v

v

= Deadlock at PCle link level
v Example: Credit leakage

PCI-SIG Developers Conference Europe
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eaf . Deadlock Associated with @&
Particular PCle Link

= Credit starvation deadlocks
v'Malformed TLP going upstream
v' Downstream device accounts for credit

v'Upstream device does not account for
credit

v'Additional malformed TLPs lead to credit
starvation
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Malformed TLP Deadlock

= Downstream FC Init for posted transactions is 16,
or 16 x 16 = 256 bytes

L d

Trainimng Gontrol Data Rate

Training Control Data Rate

AR Link Trainimng Control Data Rate

Trainimng Gontrol Data Rate

A Link Trainimng Control Data Rate
=i 1 o =21 R 2.5 GT/is DO05.2 ... 25.000 ns
=T SHIF Symnibols
K2E8.5 | K28.0 K28.0 K28.0 0.000 ns
e Wi ID HdrFC | DataFc |IESeRLE
- 3 o 4 15 OxFBBED 0.000 ns
I WC ID HdiFC | DatarFc [REaisklE]
e = o = 4 0x2E02 0.000 ns
R WC ID HdrFG | Datarc |IEaR=kLE
u = o o o DxDE2= 0.000 ns
) Wi ID HdrFC | DataFc |IESeRLE Tirme Delta
InitFC1-F
o 4 18 0xFBBES 2Z.000 ns
EX-] | . R WC ID HdiFC | DatarFc [REai=klE Tirme Delta
= 21 & - 0 = 18 0x55E0 0.000 n=
- e e WC ID HdrFG | DatarFc |EER=kLlE Time Delta
[ 1 | s = o = 4 Ox2E09 2Z.000 ns
EX] | . it e WiC ID HdrFC | DataFc |ECERLE Tirme Delta
= 1 e = o = 18 OxBEST 0.000 ns
N e WC ID HdrFG | Datarc |REaiklE Time Delta
e = o o o DxDE2= 2= 000 ns
EX-] | . e ) Wi ID HdrFC | DataFc |IESeRLE Tirme Delta
L3 31 = —== o o o OxDE22 O.000 ns
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" Malformed TLP Deadlock

= RC advertises buffer space for a request for
4 x 16 = 64 posted data bytes

= EP sends MW request for 16 x 4 = 64 bytes

= RC consumes 64 bytes and advertises
release of buffer space

= EP sends additional memory write request
= RC receives a malformed TLP

= RC does not consume, does not update

= Result Iis credit leakage
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T Ysie

Malformed TLP Deadlock

= Memory Write TLPs
require free resource of
16 X 4 = 64 bytes

= 4 credits
= TLP 2705 Is sent, but

a

a

only TLP 2704 is ack’ed e

= 4 credits are consumed
and FC updated

= EP lags 4 credits behind

RC

= Each malformed TLP
adds additional lag of
4 credits

PCI-SIG Developers Conference Europe

—-

—-

B |7 7|

(ol DLLP

o3l OLLP

UpdateFC-P

VC ID HArFC DataFC
265 | 1276 | 232.000 s
LR RequesterlD Tag
10:00000 002000 | 0
oUE AckNak_S=q_Num
2704 0.000 &
DLLP “
) | 1276 || 0.000ms
B e
) | 12w 0.000 5
DLLP HEE
1280 || 232000 ns
TLP RequesteriD [Tag
10:00000 ooz |0

Address
1SFEZACT

Time Delta
1€ dwords £.000 n&

Time Delta
15FBZE00 (1€ dwords|| &0.000ns

oLe ACKNEK Seq_Num
0.000 1

0.000 s
0.000
Time Celta
1284 (| 180.000 ns

DLLP
DLLP
DLLP

Packet Emor TLP RequesternlD [Tag Address ' Data Time Delta
TLFFaykadEm 1000000 002:00:0 ] 15FE2B40 15 dwords |SsReaic)

ouLe AckNak Seq_Nurn
0.000 1
DLLP “
2 | 12 0.000 n&
DLLP =
2 | 1285 |[ owooms
DLLP e - =
] s 12
Packet Emor [[JE3
TLrraywaden |JEES 10:00000
Ay |PkNak S0 Num
2707 0.000 &

RequesteriD [Tag
0T000 | 0

15FB2500 2 dwords

DLLP
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Malformed TLP Deadlock

PCI=>

PCI-SIG Developers Conference Europe

‘ MW16
| | ..l.. |
“..‘\ Ja, uy ..Seg #2706 |
4 4 ..
| 64 bytes ACK 44 . ....|
consumed Yoy
Seq # 2705 el
..... Update FC-P
L]
..'....4 credits
Uy
MW16 malformed
64 bytes ‘...
consumed " o Nay, Seq #2707
AL L) e )“444 Youa,
Tagy, "Q
ACK THaa,,
Seq # 2706 ]
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™ Malformed TLP Deadlock

= 3 malformed
TLPs create
alag of 12
credits

= Leadsto EP
credit
starvation
and blocks
further traffic

= Deadlock
scenario
resulting from
credit
starvation

PCI-SIG Developers Conference Europe

Packet Enmmor
TLPPaycadEm

|* Data Time Delta
| 12 dword- |IEEEGLS

PR T

Ve ID HdarFC DatsFc || Time Detta
r— | =TT UpdateFC-NP -
o 242 4 235000 ns
— M Length ||

" ]
| sacket Emar
TLPPaylcadEm

Regquesteri [Tag|[ Address
pozoon | 0 || 1sFEzs00
Seq_Mum
ITOT 0,000 N
Requesteri [Tag|[  Address
OO0 IEB|  ocozocoe | o || 1sFBasco

| Time Deltta
| 12 dworas |

32.000 ne

AckMak_Seg_ M
B Doe (| oAck =k Lm
2708 E
. [T P BT | | Time Deita
2709 3550 us
- Uptaterce | MG D HOIFC DataFc
P ] 44 1840 0.000 ns
WC ID HarFC DataFc || Time Delta
UpdateFC-NP
5] 176 o= 23,950 s
= (. Updaterce G D HOFC Oatarc
: ] 2 1255 054000 NS
VG ID HarFC DataFc || Time Delta
R =i UpdateFC-NP
] 242 4 7.755 ps
WC ID HdrFC DataFC
0 44 1849 0.000 ns

WC IO HdrFC |DataFC
R | UpdateFC-F
] 2 1285 S72.000 ns
WC ID HarFC DataFc || Time Deita
DLLP UpdateFC-NP
5] 242 n 11.460 s
e || oue Uptatercp | ¥G D HOrFC Datarc
Pt o 44 1848 0.000 ns
Time Celta
16.660 5
WC ID HarFC DataFc

1288 976 ) s
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Malformed TLP Deadlock

n consumed

Non Consumed

PCI-SIG Developers Conference Europe

Malformed
MW16

PCI=>

Seq #2708

ACK THuy, Tun,

k)
Seq # 2707 4.,_,_'4

No Update FC-P
Leak of 4 credits

‘. MW16 malformed
by
L Seq #2709

Seq # 2708
Seq # 2709
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= TLP of
length 32
requires

32*4/16
= 8 credits
= No Updates

= Credit
Starvation
will occur
with only 2
malformed
TLPs

PCI-SIG Developers Conference Europe

R— m DLLF

HarFC DataFc

UpdateFC-#

Mem

iT0 T

[[ Z24.000 ne [ 0147 . 101 532 064 = |

A0 Oee

¥ rCc [Tag|[  Acarsss | Time Delta
oozo00 | o || 2espcsso  |[22 dwords|| 72000 ns

[2.5]
R DLLF

R— m DL

acyc |ACKMNak S Mum
3531 0000 s | 0147 . 191 592 950 &
Undatercp | HGFC DataFc

0. O e

HdrFC DataFs

UpdateFC-

UpdateFC-

T3 PE)

0. O e

HrFC Datarc

E5. D0 nE

UpdateFC—P

UpdateFCP

HarFC DataFc

HarFC DataFc
174 )

TLP

2532

Address

R .5 Packet Enmror
Ealll TLRPayioadiEm
=5 DLLF
%1

ACK

AckMak_S=q_Mum

HoIZ 9.

912 gs | 0147 .

ZEEDCE0D

191 583 820 &

Time Sta
14T . 191 803 T3Z

DLLP UptateFC-P — -

HarFC DataFc

Time Stamp

0147 . 191 621 8200 &

HAIFFC DataFc
DLLF" UpdateFC-NE =
=

Time Stamp

0147 . 191 832 872 &

HarFC DataFc

UpdateFCP

174 e

Time Stamip

0147 . 191 650 956 &

HarFC DataFc

UpdateFC-HP

116 4

Time Stamp

0147 . 191 661 980 &

DL UpdateFC- LMY DEFL.-
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Malformed TLP Deadlock

PCI=>

MW32

Non
Consumed

e ""'un.,,.. Seq #3631
L Uy
1 F)JJJ g,

bytes ACK 44,
L <4
sumed  seq # 3631

‘. Update FC-P
.l.... 8 credits
L]

MW16 malformed

N.,,,, Ny 5°013632
Uy
»
JJJJ l....
4y "y ...‘
v
ACK THaa,,
Seq # 3632 -

by
L]
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No Update FC-P, Leak of 8 credits
Copyright © 2007, PCI-SIG, All Rights Reserved

42



PCI¢ PCI>

" Malformed TLP Deadlock

= Error reporting

v"Malformed TLP Error reporting message required for
downstream TLP, meaningless for upstream TLP

= Specification enhancement recommendation

v Downstream FC Init or link retrain should be
mandatory following malformed TLP, or other
scenarios leading to credit starvation

v ECR proposal under study
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Thank you for attending the
PCI-SIG Developers Conference
Europe 2007.

For more information please go to
WWW.PCISIg.COM
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